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1. BBEJAEHHUE

CneunanbHoe mnporpammHoe  oOecriedeHue SR (CIIO  «SRy)-
MpPEAHA3HAYEHO I OpPraHu3aluyd  KOHTPOJIMPYEMOTO  YIPAaBIICHUSA
TEJIEKOMMYHUKAIMOHHBIM 000pynoBanueM (nainee — TKO).

B xauectBe TKO paccMaTpuBaroTCsi MapUIpyTU3aTOPbl U KOMMYTATOPHI,
UMEIOIIUE CBOOOIHBIE CNOTHI pacimipeHusi. OQHUM U3 MPUMEPOB peau3aiiu
apisiercsi ycraHoBka CIIO «SR» Ha cnenuanbHO pa3zpaboTaHHbIE MOIYJIH B
cnotel pacmupenus cranmapra Cisco Wan Interface Card (WIC, VWIC,
HWIC, EHWIC).

OyHKIMM 3alUThl  ynpasieHus, peanmm3oBaHHble B CIIO  «SRy,
MO3BOJISIIOT 00ECIIEUUTD:

— pa3rpaHUYEHHUE NPaB JIOCTYIIA;

— KoHTpousb aocryna Kk TKO;

— JIOBEPEHHYIO 3arpy3Ky onepannoHHou cucremsl TKO.

[Ton pazrpannyeHreM MpaB AOCTyIA TIOHUMAETCS:

— ayTeHTU(dUKAIUS;

— ompenesieHne poJiei (CyObeKTOB J0CTyIa) U Ha3HAYEHUE MX IpaB
10 OTHOLIEHHIO K 0OBbEKTaM JI0CTYyIIA.

KonTtpons goctyna k TKO BkirogaeT B ce04:

— KOHTpOJIb U 3anuch ceccud ympasienuss TKO B peasibHOM
BPEMEHU;

— KOHTPOJIb (PU3MYECKUX MOAKIIOUCHUM K MHTepdency ynpaBieHUs
TKO (BrJtO4asi KOHCOJIBHBIN);

— KOHTpOJIb BBINOJHEHUS NOJUTUK ynpasiaeHus TKO u npunstue
pelIeHUd B COOTBETCTBHM C 3aJaHHBIMU MPAaBHJIAMH B CIlydae
HAPYILICHUH MOJUTHUK.

JloBepeHHasi 3arpy3ka omnepaimoHHoi cucteMbl TKO obOecrneunBaeTcs
peanuzamueir B CIIO «SR» MexaHM3MOB cpelicTBa JOBEPEHHOUN 3arpy3ku
YPOBHS IIATHI PACIIUPEHUSI.

Hacrosiiiee onucanue nporpaMMHOro oOecrieueHus: MpeJHa3HAueHO IS

O3HAKOMJICHHUSI T0JIb30BATENIEH ¢ MpaBWjaMud B 0coOeHHOCTAME paboThl ¢ CITO
«SR».



2. @YHKIHUOHAJIBHBIE XAPAKTEPUCTHUKH CIIO «SR»

2.1.PazrpanuyeHue npae JAocTyna

2.1.1. PoaeBasi MoaeJib 10CTyNA

B CIIO «SR» peanuzoBana pojieBas Mozenb fgoctyna. llome3oBaTens —

YeJIOBEK, MporpamMMHOe obecmeueHne W T.4. (CyOBEKT mocTyma), KOTOPBIi

nonydaetr poctyn k CIIO «SR» win TKO (00BEKThI JOCTyMa), MOXKET ObITh

COIIOCTaBJICH C OﬂHOﬁ HJIK HCCKOJIbLKMUMH PpOJIIMH, HMCIOIIMMHU PA3JINYHBIC

ITOJIHOMOYHAI.

B monenu nocrymna CITO «SR» peann3oBaHbl CIEIYIOMMUE POJIH:

Anmunuctpatop CIIO «SR» — yHNOJTHOMOYEHHBIM MOJIB30BATEND,
OTBETCTBEHHBIN 3a KoHpurypupoBanue CIIO «SR», ympaBnenus
YUYETHBIMU 3aMKUCSIMHU MMOJIB30BaTEIEN U TpaBaMHU JI0CTYIIA.
AJIMUHUCTpaTOp ayAuTa —  YIOJHOMOYEHHBIA  IOJb30BATENb,
UMEIOIIMNA JOCTyn K ¢ailaM M 3amucaM JKypHajga ayJaudra ¢
BO3MOXHOCTBIO X IPOCMOTPA, TIOUCKA, COPTUPOBKH, YIOPSIIOYEHUS
JNAHHBIX ayJWTa, a TAK)KE U3MEHEHUS, YAAICHUS, KOTUPOBAHMUS.
QOYHKIMOHAIBHBIM KOHTPOJIEP — YINOJHOMOYEHHBIN MOJIb30BATEIb,
MMEIOIIMA JTOCTYN K KOHCOJIM KOHTPOJIA HaJl (DYHKIHMOHUPOBAHUEM
CIIO «SRw.

Omnepatop TKO — mnonb3oBarenb, UMEIOMIMN TOCTYN K (PYHKIUSAM

Hactporku TKO.

Ponn AnmuHHCTpaTOpa CIIO, AJMUHHCTpaTOpa ayaura,

OYHKIIMOHAIBHOTO KOHTpoOJepa — poid AJMHHHCTPATOpa, O00JIa1al0IIero

HA0OpOM TOJIHOMOYMM (TPUBWIJIETHH) TI0 YOPABJICHHUIO TMapaMeTpamMu U

nanHbiMU CITO «SRy», BAUSIONIMMEU Ha BBINOJHEHUE PYHKIIUHU 0€30MaCHOCTH.

OO0o0OuIEHHBIE CBEIEHUS O pOJISIX M TOJHOMOYHMSAX MPEICTaBIEHbI B

Tabnuiie:
Poab IHotHOMOYHSs MO IHotHomo4ust mo orHomeHno Kk CIIO «SR»
orHomrennio k TKO
Anmunuctpartop CI1O AKTHBHUpYET VYnpagsnser padoroir CITO «SR».

JTOBEPEHHYIO 3arpy3Ky
TKO.

Ympasnser GyHKIUSIMU 0€30TTaCHOCTH:

- npasunamu noxakimoueHuss k TKO u CIIO




Poan

IMTo1tHOMOYHMA IO

orHowenno k TKO

IToanomouus no orHoureHnio Kk CIIO «SR»

JleakTuBHpyeT
JIOBEPEHHYIO 3arpy3Ky
TKO.

«SR»;

- MEXaHU3MaMH ayTeHTHU(PHUKALUH;

- nonutukamu ynpasienus TKO;

- pe)KUMaMU TECTUPOBAHUS.

VhpaBisier y4eTHbIMH 3alUCAMHU  (CO3JIaHME,
MoguduKanys (M3MEHEHHue), OJIOKHpOBaHHE,

paz0JI0KUpPOBAHUE)

AJIMUHUCTpATOp ayauTa

OcymiecTBiseT Omepanuy 10  YIPaBICHUIO
(GYHKUIMSAMYU U JAaHHBIMU ayHTa:
- Ha3HAaYCHHE U HU3MEHEHHE IapaMeTPOB
KypHaJla ayIuTa;

- BBINIOJIHEHUE OTepanuii ¢ Qaiiamu xypHaia
ayauTa (mepemerienue, KOIIMPOBAHUE,
ylaJaeHue);

- BBIIIOJTHEHUE ONepaluii ¢ 3alUCSIMH JKypHaIa
ayaura (IIPOCMOTp, TIOUCK, COPTHUPOBKA,
YIOPSAOYCHHE).
Monudunupyer atpuOyThl CcBoel y4ETHOMH

3amucH (B 4aCTHU U3MEHEHUS MapoJis).

OyHKIUOHATBHBIN - OcymectBisger KOHTpodb 3a pabororr CIIO
KOHTpPOJIEP «SR» (Bkitouast GyHKIUU OE30MaCHOCTH).
Monudunupyer atpulyThl cBoeil y4ETHOM
3alucH (B 4aCTH U3MEHEHMs Iapois).
Omneparop TKO Beinonnser Moauduuupyer arpulyTel cBoeil yd€THOU
paspelIeHHbIE 3amucH (B 4aCTH U3MEHEHMs [Tapois).
ornepanuu o
YIIPaBJICHUIO "
KOH(UTypUPOBAHHIO
TKO.

I[TonHOMOUYUS TI0 YHPaBJIICHUIO YUYCTHBIMU 3allUCAMU HOHBBOBaTeHeﬁ, 3a

MCKIIFOYCHHEM Olleparuil o MoauduKaIuu, AeIerupoBaHbl AIMUHUCTPATOPY

CIIO.

Monauduxanus

Y4ETHOMN

3alluCH B

qaCTu HU3MCHCHUA napoJjisa

MOJIH30BATEINS JJISI IPOXOXKIAEHUSI OAHO(PAKTOPHON ayTeHTU(UKAIIUN pa3perieHa

BCEM ITIOJIB30BATCIISIM. I[aHHaH (I)YHKI_[I/IH YHpPaBJICHUA IMO3BOJISICT HCKIIOYUTDH




BO3MOXHOCTh  ymnpasieHuss TKO  mosb3oBaTensM, HE  SBISAIOIIAMHUCS
Omneparopamu TKO.

B CIIO «SR» OnokupoBaHHE€ YYETHOW 3alUCH  IOJIb30BATEJ
MIPOU3BOAUTCS:

— aBTOMAaTHYECKH (B Cily4yae MPEBBIINICHHS MAaKCUMAJIbHOTO KOJIMYECTBA
HEYCIICUIHBIX MONBITOK ayTeHTHU(QUKauuu — Ha 15 MuHyT, uepe3
YCTAaHOBJICHHBI ~ NEPUOJ ~ BPEMEHUM  HEHUCIOJb30BaHUS,  IpHU
NPEBBIIICHUH  YCTAaHOBJIEHHOTO  IEpUoJa  JIEWCTBUS  NApoJs
nosb3oBatesst — 90 nHei);

— B pesynprate naerictBus Aamunauctpatopa CIIO mo 06i0KMpoBaHHIO
YYETHOM 3aIKCH.

Kaxnomy coObITHIO OJOKMPOBaHHWS YYETHOW 3allMCH  IOJIb30BATENSA
pUCBAUBAETCAd WUICHTUPUKATOP COOBITUS OJOKMPOBAHMS, YTO IO3BOJISIET B
JaJIbHEHIIEM TMPOBOAUTH AaHAJIU3 HMHIMIECHTOB O€30IIaCHOCTH, a TakKXKe He
JOMyCKaTh TOBTOPHOTO HCIOJb30BAaHUS HMAECHTU(UKATOpPA IOJIb30BATENSA
paHbLIE YCTAHOBJIEHHOIO MEpUOAa.

[Ipu ynOpaBieHUH YYETHBIMH 3alMCSIMU HCKIIOYEHBl ONEpaluu 1o
YIAJIEHUIO YYETHBIX 3alMCEH, YTO CBA3aHO C pealu3auuedl BO3MOXKHOCTH
OpPOBEJCHUS aHajdu3a COOBITUH, B TOM YHCJIE CBS3aHHBIX C HapyLICHUEM
0€30I1aCHOCTH, BEJICHUS CTATUCTUKHU JICUCTBUH IMOJB30BATENICH, JaXe B Ciydyae

CMEHBI MMOJIL30BaTEIIEH.

2.1.2. AyrenTH(UKALUSA

CyObekramMu ayTeHTU(UKALUKA SIBISIOTCA MOJB30BaTENM, KOTOPHIM B
CIIO «SR» co3nana yuyeTHas 3auch.

Hnsa  monmnepxkku — ayreHTHdukaruu — noib3oBareneir  CITO  «SR»
MPEAOCTABIAECT BO3MOXXHOCTh COYETAaHUST MEXAHU3MOB ayTeHTU(UKAIUH.
Anmunuctpatopom  CIIO  mMoryr  ObITh ~ aKTUBHPOBAaHbl ~ MEXAHHU3MBI
onHOo(MakTOpHOW JMOO ABYX(AKTOPHON ayTeHTH(PUKAIMH, a TaKKe UX
COUYeTaHHE B 3aBUCUMOCTH OT npuHATON B IC noauTHku 6€30MacHOCTH.

AyTeHTU(UKAIIMOHHBIMU JAHHBIMH npu oJHO(aKTOpHOU
ayTeHTU(PUKALUU ABJISIIOTCS yU€THas 3aUCh (JIOTHH) U MapOJib.

JIByx(dakrtopHass ayTeHTU(UKALUS OCYUIECTBISETCS C  IMOMOIIBIO

nporpammuoro obecneuenust Free RADIUS u LinOTP, ycraHoBieHHBIX Ha



OT/AEIbHOM cepBepe (cepBepax). i  wucmonb3oBaHus — (PyHKIIMOHAJA
nBYyX(haKTOpPHOU ayTeHTU(HUKAIIMY HEOOXOUMO IIPEABAPUTEILHO aKTUBUPOBATH
ero uepe3 unrepgeiic Anmunucrparopa CIIO. Ilpu BbIOTHEHUN TPOILETYPHI
nBYyX(aKTOpHON ayTEHTHU(HKAIIUU TOJIH30BATEIh BBIMOTHICT MOAKIIOYCHUE K
CIIO «SR» moja cBoei y4eTHOM 3amuchbio. AyTEHTH(UKAIIMOHHBIMUA JAHHBIMU
SIBISIFOTCSL JIOTMH U CBS3KA, COCTOSINAsT M3 IIOCTOSHHON YacTH — IHH-KOJA U
oAHOpa3zoBoro mapoisi, reHepupyemoro IIO, ycraHoBieHHbIM Ha APM

IIOJIB30BaTCIIA.

2.1.3. OrpaHuy4eHue J0CTyNna

Mexanu3mbl ynpaieHuss noakmtoueHusmu Kk CIIO «SR» um TKO
no3BossitoT Axamunuctparopy CIIO orpaHuuuTh JOCTYII IOJIB30BATENEN K
KOHCOJIbHOMY TIOPTY yIpaBjieHUs (TeM CcaMbiM, OTPAaHUYUB BO3MOKHBIC
NEUCTBUA TOJIb30BaTENIe Ha O0OBEKTaxX JO0CTyNa), a TAaKK€ YCTAHABIMBATH W
U3MEHATh NEPEUYEeHb PadOYMX MECT, ¢ KOTOPBIX Pa3pelI€eHO MOIKIIOYEHUE K
00BEKTaM JIOCTyMa JIJIsl yIpaBICHUS.

B CIIO «SR» peann3oBaHbl MEXaHU3Mbl OrPAHUYEHUS HA YHCIO
napajuleJbHbIX  (OJHOBPEMEHHBIX) CEaHCOB (ceccuil), OCHOBBIBasCb Ha
uJIeHTU(PUKATOpax MoJib3oBaTeaeh U (WM) MPUHAMJIC)KHOCTU K ONPEACIICHHOM

posu. Pa3pernieHo He 0oJiee OJTHOM CeCCUH.

2.2.KoHTpoJs aoctyna

2.2.1. KonTpoas aeiictBuii Oneparopo TKO

CIIO «SR» mnpenocraBisger Omneparopam TKO egunblii mmo3 A
noctyna k TKO ¢ BO3MOXHOCTBIO (HIbTpallMM KOMaHJ YIpaBICHUS U
koHpurypamuu TKO.

Komannel ynpasnenus u koHpurypauuun TKO paccmarpusatorcs CIIO
«SR» B kauecTBe ormeparnuii ynpasiasiemoro cyosekra (Oneparopa TKO) nHa
ynpasisiemom o0bekTe (TKO). [ns oTux omepanuii Ha3HA4YalOTCs TMpaBUiia
(MONMUTUKK yTpaBIIEHUs) HA OCHOBE TMOJUTUK Oe3omacHocTH, mpuHAThiX B MC.
[IpaBuna ocHoBaHbl Ha aTpuOyTax O€30MACHOCTH, KOTOPHIE SBHO Pa3pellaroT
WJIM 3ampelnaroT BeinonHenue komanasl Oneparopa TKO na ynpasnsemom TKO

— TIOJIMTUKY YEPHBIX/OEBIX CIIUCKOB.



Eciu Omneparop TKO accouunpoBaH ¢ UYEpHBIM CIHCKOM, €MY
paspenieHbl Bce KOMaH bl YIpaBieHUsI U KOHQUTYpUPOBaHUS, 32 UCKIIIOUEHUEM
T€X, KOTOPhIC YKa3aHbI B CIIUCKE.

Ecmu Onepatop TKO acconmmpoBaH ¢ 6€7IbIM CIIUCKOM, €My 3alpelieHbI
BCE KOMAaHJbl YIpaBiCHUS MU KOH(MUTYpUPOBAHUS, 32 HCKIIOUEHHEM TeEX,

KOTOPBIC YKA3aHbI B CIIMCKC.

2.2.2. Koutpouab nesoctaoctu IO u napamerposn

IIpu nmoctaBke koHeuHOMy mosb3oBaTento CIIO «SR» conmepxur daiin
oOpaza omnepannoHHou cucrembl TKO, mpomenmieil mpouecc Bepuduxaimu
(cepTudupoBaHa PEryasTOPOM WU MPOIILJIa HHYIO IPOBEPKY, KOTOPask MOKET
paccmarpuBaThCsl Kak JoBepeHHas). llpu 3tom ang ykasaHHoro (aiina
pa3paboTtunkoM (mpousBoguteneM) CIIO «SR» paccuutano u 3apukcupoBaHO
3HAUYEHHE KOHTPOJBHOM CyMmMMBl (3TaJIOHHOE 3HaueHue). B mporecce
¢yukuuonupoBanuss  CIIO  «SR»,  mporpamMmoii  caMOTECTUPOBAHHUS
IIPOU3BOJIUTCS PacyeT 3HAUYC€HUsI KOHTPOJIbHOM cyMmMmbl (haiina oopasza OC TKO,
xpanserocst B CIIO «SR», u cpaBHEHME 3TOr0 3HAYEHHUS C 3TATOHHBIM
3HaueHueM. [IpoBepka Hamuuusi OMIMOOK KOHTPOJIBHBIX CYMM MOXKET TaKxkKe
OCYUIECTBIISATHCS IO 3aMPOCY YIOIHOMOYEHHOTO MOJIb30BATES.

B cnydae, eciim KOHTPOJIbHBIE CYMMBI HE COBIAJAIOT, MPOU3BOIMTCS
OTIOBEIIICHUE YMOJHOMOUYEHHBIX JIUI] 00 OmuOKe IeI0CcTHOCTH (haitna oOpasa
OC TKO.

ITIpu m3menenun Bepcuit OC TKO mpousBoautcs mepesanucs B CIIO
«SR» (paitna oopaza OC TKO (3ameHa Ha akTyasbHBIN). [Ipy 3TOM aKTyaIbHBIHI
daiinm o0pa3za TMOCTaBISIETCA C YyKa3aHueM 3a(UKCHUPOBAHHOTO 3HAYCHUS
KOHTPOJIbHOUM cyMMbI, KoTopoe 3anuckiBaercsi B CIIO «SR» u nmpuHuMaercs B
Ka4eCTBE 3TAJIOHHOTO.

Taxxxke B mporecce ¢yuknuonupoBanus CIIO «SR» mnpousBoasTcs
OPOBEPKH LENOoCTHOCTH  mporpammHoro obOecneuenus  CIIO «SR» w
nenoctHocTd  AaHHBIX  CIIO «SR». IIpoBepkr MOTYyT OCYIIECTBISTHCA C
3alaHHOM TNEPUOJUYHOCTHIO NPH BBIIIOJHEHUHM IPOTPaMM CaMOIPOBEPKH, a
TaK)K€ I10 3aIpoCy YINOJIHOMOYEHHOro nois3oBarens. [Ipu nposepke 110 CIIO
«SR» npoBepsieTcst 11eI0CTHOCTh 3a/IaHHOTO MHOKECTBA UCIIOJIHAEMBIX (ailyioB.

B xone npoepku nenoctHocty aaHHbix CIIO «SR» mpoBepseTcs: 11eI0CTHOCTh



¢aina-nmacnopra CIIO «SR», B KOTOpOM 3amMcaHbl aKTyaJbHbIE BEpCUU
koMrioHeHTOB CITIO «SR». ATpubyrtaMu KOHTPOJIUpPYEMBbIX (HaisioB SBISIOTCS
3HAYEHUSI KOHTPOIBHBIX CYMM.

[Ipu oOHapyxeHNM (hakTa HECOBIAJAEHUS 3HAYCHUH KOHTPOJBHBIX CYMM
poBepsAeMbIX (HalIOB C ATAJIOHHBIMU 3HAYEHUSIMU TTPOU3BOJAMUTCS OTOBEILICHUE
YIOJHOMOUYEHHBIX JIMIl 00 OIIMOKE NEJIOCTHOCTH C YyKazaHuem aiinia,
[EJIOCTHOCTh KoTopoi HapymieHa. Mexanuzmamu CIIO «SR» Oynmer npunsiTa
MOTBITKAa BOCCTAHOBUTH YKa3aHHbIE (aitniel 3 crenuanbHoi nanku CIIO «SRy.
B ciyuae, ecnu 310 OyzneT HEBO3MOXKHO, TPOUCXOAUT OJIOKMPOBKA JTOCTyIHa K
CIIO «SR» u TKO nons3oBateneit, 3a uckintouennem Aamunncrparopa CIIO.

B CIIO «SR» He mnOpeaycMOTpeHa BO3MOXKHOCTh  JIEMCTBUI
YIIOJITHOMOUYEHHBIX MOJIb30BaTEIEH MO BOCCTAHOBJICHUIO MCIOJHSIEMBIX (DailioB

ITO CIIO «SRy», ¢aitna o6paza OC TKO, 11e10CTHOCTh KOTOPBIX HapyIlIeHA.

2.2.3. Koutpoub ¢pu3nueckoro noak/I0veHus kadeinei ynpapieHus

KOHTpOJII) (1)I/ISI/I‘{€CKOFO IIOJKJIFOYCHU A KaOeJei YIIPABJICHUA

MPOU3BOJIUTCSI TIOCPECTBOM BBIMIOJIHEHHS MPOTPaMM CaMOTECTHPOBAHUS (CM.
n.2.5).

2.3.JloBepeHHasn 3arpy3ka

JloBepeHHas 3arpy3ka SBJISIETCSI OCHOBHBIM MEXaHM3MOM O€30MacHOCTH
peanuzyembiM CIIO «SR». MexaHu3m JOBEPEHHOM 3arpy3KH peaim3yercsl C
UCIIOJIb30BAaHUEM IITATHOIO MeXaHu3Ma yzaaneHHou 3arpy3ku TKO. JlaHHbIi
MexaHu3M npennonaraer 3arpy3ky TKO c¢ Buemnero TFTP-cepsepa. B
kauecTBe Takoro TFTP-cepsepa BeicTynmaet CITO «SR». O6pa3 onepaiimoHHoi
cuctembl TKO nHaxomutcs Ha microSD-kapTte, yctanosienHoi B CITO «SR». B
kadectBe obpaza OC TKO  pexkoMmeHayeTcsi  HUCHOJIb30BaTh  JIMOO
CEePTUPHUIIUPOBAHHYIO IO TPEOOBAHUSM PETYISITOPOB JTMOO0 BepUPUIIPOBAHHYIO
Bepcuto OC TKO, kotopags B TakoM ciydae SIBJISIETCS JIOBEPEHHOM.
Pasmemenne  nmoBepenHoit OC TKO nHa  microSD-kapTty  J0JKHO
OCYUIECTBJISTHCA MO JOBEPEHHOMY KaHaiy. OJHUM W3 BapUaHTOB SIBIIAETCS
3anuck oOpaza OC Ha aTTecTOBaHHOM paboyeM MecTe, APYrMM — JO0CTaBKa IO
JIOBEPEHHOMY KaHajy C HCIOJb30BaHUEM YTWINT YAAJICHHOW 3amucu (haiisios.

[Tocne ycranoBkum microSD-kaptet B OO  ocCymecTBIseTcsl TOJCYET



KOHTPOJIBHOM CYMMBI M CPaBHEHHME IIOJIYYECHHOTO 3HAYEHUS C HTAJOHHBIM,
KOTOpOo€ BBOAMUTCS mNpu HacTtporike TEFTP-cepBepa. MexaHu3mM BHECEHUS U
M3MEHEHHS ATAJOHHOTO 3HA4eHUsI KOHTPOJIbHOM cyMMbl IoBepeHHoi OC TKO
OMMCaH B J3KCIUTyaTaMOHHBIX AokymeHTax OO. B OO mpegycMoTpeHo
UCIIOJIb30BaHue oaHOU toBepeHHon OC.

JloBepeHHast 3arpy3ka MOKeT ObITh aKTUBHpOBaHA W JI€aKTUBUPOBaHA
Anmunuctpatopom  CIIO. B mnpouecce  akTHBaMU — OCYIIECTBIISIECTCS
HeoOxonumasi Hactpoiika TKO, mpoBepsieTcss Halvuue STaJOHHOTO 3HAYEHUS
KOHTPOJIbHOM cyMMbl (aiima obOpaza OC TKO, namuume coOCTBEHHO
noBepenHoit OC TKO na microSD-kapTe, ycTaHOBKa HEOOXOJIMMBIX 3HAYEHUIN
napametpoB CIIO «SR». AKTUBaIMsl HEBO3MOXKHA, €CIM OJIHO W3
IIEPEYUCIIEHHBIX IEVCTBUI HE 3aKOHYMIIOCH YCIIENTHO. B mporecce neaktuBanuu
ocymiectBisiercs copoc  Hactpoek TKO, TMO3BOJISIIOIIUX — OCYIIECTBIATH
yaaneHnyto 3arpy3ky TKO.

HeoOxoaumbIM yCI0BHEM JOBEPEHHOMN 3arpy3Kd SIBJISIETCS €€ aKTHUBAIlUs
U HacTyIUIEHME OJHOro u3 ycioswii: BkiaroueHue TKO, mepesarpyska yxe
BkmoueHHoro TKO mo komanae omeparopa TKO. Ilpomecc noBepeHHOM
3arpy3KH OCYILECTBIIETCS B CIEAYIOIIEH MOCIEA0BATEIbHOCTH:

1) nocsie mnepe3arpy3kun win BikiarodeHMs nurtanus TKO mnepexomut c

criennalibHbINA pexum, korna TKO oxuaaet aBropuzanuu oneparopa TKO;

2) oneparop TKO aBropuzyercs Ha CITO «SRy;
3) oneparop TKO BBoauT komanay Ha 3arpy3ky TKO;
4) TKO 3abupaer nosepenHwii o6paz OC TKO c¢ TFTP-cepepa B

onepatuBHyro namsate TKO;
5) TKO rpy3utcs ¢ poepenHoro ob6paza OC TKO, momemieHHOro B
onepatuBHyto namsath TKO.
CIIO «SR» ocymiectBisier 01okupoBanue 3arpysku OC:
— TpU BBIABICHUU TMONBITOK 3arpy3Kd HEIITATHON ONepanuoOHHON
CUCTEMBI;
— TIpU TPEBBIINICHUU 4YHCIa HEYAa4YHBIX TMOMBITOK ayTeHTU(PUKAIIUU
M0JIb30BaTEJIs;
— npu HapyumwieHun nenoctHoctu CIIO «SRy;

— TpU HApYLWIEHHWH LIEJIOCTHOCTU 3arpy>KaeMoM IPOrpaMMHON CpE.Ibl;



— OnokupoBanue 3arpy3ku OC 10pH KpUTHUHBIX TUMax cOOEB U

OIIHOOK.

2.4. Aynut

CIIO «SR» pacnonaraer HaJIeXallUMH MEXaHU3MaMU PETUCTPALMH O
JOOBIX COOBITUAX, B TOM YUCJIE, OTHOCSIIMXCA K BO3MOXHBIM HAPYIICHHUIM
0€30MacHOCTH.

B CIIO «SR» ocymecTBisercss TeHepalus 3amuced ayaudra s
CJIEIYIOIIUX COOBITHI, MOTEHIUATBHO TOABEPraeMbIX aAyJUTY:

a) 3alyCK U 3aBEpPIICHUE BBHITOJTHEHUS QYHKIIUN ayIuTa;

0) Bce CoOOBITHA, TOTEHIHMAIBHO TIOJBEpPraeMble  ayauTy, Ha
HEONPEEICHHOM YPOBHE ayuTa:

— yCIELIHas perucTpanus Mojb30BaTes;

— HEYCIICIHas PErucTpanus MoJib30BaTels;

— CMEHa MapaMeTPOB YUETHOM 3aUCH MOIb30BaTeNsl (MoaupuKaIms);

— OJIOKMpOBKa YYETHOM 3aIlMCH TOJIb30BATES;

— pa30JIOKUPOBKA YUETHOM 3aIKCH MOJIb30BATES;

— ycHellHas ayTeHTU(UKalKs [0JIb30BaTES;

— HeyCIHellHas ayTeHTU(UKALKS [10JIb30BATES;

— OKOHYaHHUE CECCUU MOJIb30BATENS;

— Ppa3pbIB CECCUU ITOJIB30BATENS O TaM-ayTy;

— Hapyumenue ¢puznueckoi ueaoctHoctu CIIO «SRy;

— Hapyumenue nporpaMMHoi nesoctHoctr CIIO «SRy;

— HapymeHue nenoctHoctu (aiina oopaza OC TKO;

— komanabl Anmunuctpatopa CIIO mo u3MeHEeHUI0 KOH(Urypauuu

CIIO «SRy»;

— xomaHasl Omnepatopa TKO mno ynpasiaenuro TKO (Bkirouas

pa3penIeHHbIE U 3alpelEHHbIE KOMaH/bl);

— paspemenue nopepennoi 3arpysku OC TKO;

— 3anper 3arpy3ku OC TKO;

— BbIIONIHEHUE JoBepeHHoM 3arpy3ku OC TKO;

— (pusmueckoe OTKIIOUEHNE TOPTOB YIPABICHUS;

— BOCCTaHOBJICHUC (I)I/IBI/ILIGCKOFO MMOAKIIIOYCHUA ITIOPTOB YIIPABJICHU A,



— 3aIlyCK IIpOorpamMMm CaMOTECTHPOBAHHS;

— pe3yabTaThl CAMOTECTUPOBAHUS.

3anucu  aynuTa COAEp)KaT CIEAYIONIYyI0 HH(QOpPMAIUI0O O COOBITHSIX
(ompezeneHHbie oJIE MOTYT OTCYTCTBOBATh B 3aBUCHMOCTH OT THIIa COOBITHS):

— JaTta ¥ BpeMsl COOBITHS;

— IP-anpec u(umm) umst CITIO «SRy;

— THII COOBITHS,

— wuaeHTuduKaTop cyOBeKTa;

— wHPOPMAIMOHHOE COO0IIeHNE (CTaTyC (PU3NIECKOTO MOPTa, MPOBEPKH

KOHTPOJIbHON CyMMBl);

— koMmanja no ynpasienuto TKO;

— komanja no ynpasiaeHuro CITO «SRy;

— pe3yJabTaT BINOJHEHUS KOMAH bl (YCIIEIIHBIA UM HEYCIIEIIHBI).

Bce coObITHsi MOryT OBITH YHOPSAIOYEHBI (OTCOPTHUPOBAHBI) MO THUIIAM
COOBITHI:

— KOHTPOJb (PU3UYECKHUX MTOPTOB;

— KOHTPOJIb LIEJIOCTHOCTH;

— ayTeHTU(]UKaAIKA M0Ib30BATENCH;

— JIOBEpEHHas 3arpy3Ka;

— koMmanabl ynpasieHus CITO «SRy;

— komanasl ynpasienus TKO.

Just  ayauta  COOBITHMM,  SBISIOIIMXCS — pe3yJbTaTOM  JIEWCTBHMA
UIECHTU(ULIMPOBAHHBIX TOJIb30BATENECH, KaXXI0€ COObITUE, IOTEHUIUAIBHO
MO/IBEPraeMoe ayJauTy, acCOLMUPYETCS € HIECHTU(DUKATOPOM IMOJIb30BATENS,
KOTOPBIN ObUT MHUIIHATOPOM 3TOTO COOBITHSI.

Kypnan aynura cOXpaHSIOTCS B TEKCTOBOM (ailyie, HaxomsimeMcs B
daiinoBoit cucremMe CIIO «SR» (makcuMmanbHblil pazmep daiina — 100 MO), a
TaK)Ke€ MOTYT OBbITh MEepeHaINpaBieHbl HAa BHEIIHUN syslog-cepBep Mo MpOTOKOITY
syslog. JlocTyn B pexxume 3anucu K (paility )KypHasa pa3pelieH TOJbKO YYeTHOU
3alMCH  CHUCTEMHOIO MOJIb30BaTels, KOTOpas MCHOJb3YETCS IPOrpaMMHBIM
obecneuenueM CITIO «SRy.

HeiicTBusa (omepauuu) no ynpasieHuto naHHbiMU aynuta B CIIO «SR»

NENErUpOBaHbl AJIMUHUCTPATOPY ayAUTA.



AJIMUHUCTPATOP ayJauTa MOXKET MIPOU3BOJIUTH CIICIYIOIINE ICUCTBUS:

Ha3Ha4YaTh W U3MCHATh TapaMeTphl JKypHala ayauta (3HaueHue
MaKCUMaJIBHOTO pa3Mmepa (haiiyia )KypHajia ayIuTa MOKET ObITh 3aJ1aHO
B JWaria3oHe B auarazone ot 1 10100 M6);

BBITIOJIHATH Omnepanuu ¢ ¢aiaamMu KypHaia ayauta (TIepeMelieHue,
KOIUPOBAHUE, YJAJIECHUE);

BBITIOJTHATH OIEpaIii C 3alucsiMU KypHaia ayamta (IIPOCMOTP,
TIOUCK, COPTHUPOBKA, YIOPSIOYCHNUE);

OTIPENENATh ICUCTBHS, KOTOPHIE HEOOXOAMMO BBITIOTHUTH C JAHHBIMHU
aynurta mpu cOOe WM MPEBBINICHHH KOJIMYECTBA 3alCEH B KypHAJe
ayIuTa,;

OCYIICCTBIIATH PE3CPBHOC KOIIMPOBAHNEC NAHHBIX ayaNUTaA.

MexaHu3MbI perucrpanvu npcaoCTaBJIAOT BO3MOXHOCTbD

AIMUHHCTpATOpPy ayAuTa BHIOOPOYHOIO O3HAKOMJIEHHMS C HMH(pOpMaluer o

IMPOU30IMICAITNX CO6I>ITI/IHX, a TaKiKC BO3MOXHOCTB BBIIIOJIHUTD IIOHUCK,

COPTHPOBKY, YIOPSJOYECHUE JAHHBIX ayauTa:

a) 1Mo uAeHTUPUKATOPY CYObEKTa,;

0) Mo 3aJaHHBIM TIepuoaaM (1aTa U BpeMsi COOBITHS);

B) IO THUIly COOBITHS;

T') 110 pe3yJIbTaTy COOBITHS (YCIIEITHBIN, HEYCTICIITHBIN ).

2.5.CamoTecTHpOBaHME

JIns AeMOHCTpaluy MPaBUJIBHOTO BBHITIOJIHEHUST BO310XKeHHbIX Ha CIIO

«SR» ¢yHKIMI TperycMOTPEeH MakeT MPOrpaMM CaMOTECTUPOBAHUS, KOTOPHIE

MOTYT OBITh 3aITyLIEHbI:

a) MEepPUOJMYECKH B MPOILECCE HOPMAIBbHOTO (PYHKIIMOHUPOBAHUS;

0) 1Mo 3ampocy yIOJHOMOYEHHOIO IOJIb30BaTEI.

B npouecce camoTecTUpoBaHuUs OCYIIECTBIISECTCS:

npoBepka nenoctHoctu CIIO «SR» u menoctnoctu  mannbix  CIIO
«SR»;

npoBepKa 1esnoctHocTH (aitia oopaza OC TKO;

npoBepka GhyHKIHoHupoBaHus microSD-kapTsl B coctaBe OO;

mpoBepka GU3NUECKOT0 MOIKII0UEHUS Kabenen ynpaBiieHus,



— mpoBepka  paborocmocodHoctn  CIIO  «SR»  nmng ponu
Anmunuctpatopa CIIO;
— mnpoBepka  pabotocrnocobnoctu  CIIO  «SR»  gns  ponu
AIMUHHCTpaTOpa ay/IuTa;
— mpoBepka  paborocmocobnoctn  CIIO  «SR»  nmna ponwu
O YHKIUOHAIBHOTO KOHTPOJIEPA;
— nposepka padorocniocodHoctn CIIO «SR» mst ponu Oneparopa TKO.
JlaHHBIE CaMOTECTUPOBAHUS 3alMCBHIBAIOTCA B KypHal ayJauTa B BHUJC
TEKCTOBOTO (ailia ¢ yKazaHHeM IMapameTpa MPOBEPKU U pe3ysbTaTa MPOBEPKHU
M0 KaXXJIOMY M3 TECTOB, MNPEAYCMOTPEHHBIX IPOrPAMMON CaMOIPOBEPKU —
npoiaeH / He mnpoiaeH. Taxke pe3ynbTaTbl NPOBEPKH OTOOpakaroTCs B
uHTepdelice KOHCOIM  YINOJHOMOYEHHBIX  Iosib3oBareneil. B cioyuae
HEYCHEIHON IIPOBEPKU TECTa, IPELYCMOTPEHHOIO IPOrpamMMon
CaMOTECTHUPOBAHUS  MPETYCMOTPEHO HH(POPMHUPOBAHUE  YIOJHOMOUYEHHBIX
MOJI30BATENEH MOCPEACTBOM OTIPABKH COOOIIEHUS O 3JIEKTPOHHOM MOYTe.
Anmunuctpatopom CIIO B 3aBHCHUMOCTH OT HEOOXOJIUMOCTH MOXKET
ObITb  3ajaHa W  HM3MEHEHAa  MEPUOJUYHOCTb  3allyCka  MpOrpaMm
caMOTeCTHUpOBaHMUS B auanazoHe or 1 go 60 munyr. Kpome Ttoro, 3amyck
MporpamMM CaMOTECTHPOBAHUS MOXET OBITh WHUIIMUPOBAH AIMUHUCTPATOPOM
CIIO ¢ ucnonp3oBanmeM koMaH[ 3amycka. AnmuHuctpatopoM CIIO moxer
ObITH ONpeNeNieH KakK TIOJHBIM TMepeYeHb TECTOB BBIMOIHIEMBIX B XOJIE
CaMOTECTHUPOBAHUS, TaK U BHIOOPOYHO — HEOOXOAMMBIEC TECTHI, IPOBOJIUMBIC B
XO0JI€ CaMOIIPOBEPKHU (HAmpHUMEpP, TOIbKO KOHTposb wenoctHoctu I[1O CIIO

«SR», uckimoyas ocTaibHbBIE POBEPKH).

2.6.Curnanausanus

CIIO «SR» pacnomaraer HaJIJICKAIUMUA MEXaHU3MaMH1
IpEAYNPEKICHUS (CUTHAIM3AINH ) YITOJTHOMOYECHHBIX JIUIL O JIIOOBIX COOBITHSX,
B TOM YHCJIE, OTHOCSIIIMXCS K BO3MOKHBIM HapyIIECHUSM OE30MaCcHOCTH.

Crnenyroiye COOBITHS pacCMaTPUBAIOTCA B KadecTBe (hakTa HapyLICHHS
0€30IacCHOCTH:

— pa3pbIB KOHCOJIbHOTO WK ceTeBoro nojakioueHus: CI1O «SR» u TKO;

— omunOKK KOHTPOIbHBIX cyMM (daitnoB CIIO «SR» u ¢aiina obpaza OC
TKO.



Cnenyromue coOOBITUSL pacCMAaTPUBAIOTCS B KAaueCTBE  IOMBITKH
HapyuIeHus: 6€30MaCHOCTH:

— ONOKMpOBKAa yYE€THOM 3alMCH  TOJb30BaTelsi B peE3yibTare

MPEBBIIICHUS TOMYCTUMOIO YUCJIa MOMBITOK ayTeHTU(DHUKAIINY;

— BBoJ Omneparopom TKO komanapl ympaBieHus (koHpurypamum),

3aMpelieHHON B HACTPOSCHHOM MOJIMTUKE 0€301MacHOCTH.

B CIIO «SR» mnpeaycMOTpPEHO OMOBENICHUE  YIOJTHOMOUYEHHBIX
MOJIb30BaTeNIe O COOBITUSIX, OTHOCSIIMMCS K HapylIeHHUsM (TOIbITKAM
HapyuieHus1) 6€30MacHOCTH MOCPECTBOM OTOOpakeHUs: B MHTep(deiice KoHcoIu
YIOJHOMOUYEHHBIX TOJIb30BaTEe W  OTNPAaBKU HMM  COOTBETCTBYIOIIUX

COOOIIEHMI MO ANEKTPOHHOM MOYTE.

2.7.YupasJjenue pynxkuuonupoanuem CIIO «SR»

Vnpasnenne ¢ynkuunonuposanueM CIIO «SR» BkioyaeTr B cels
CJIEIYIOILME ATAIIbI:

— CO3JaHHE 3aLIUMIIEHHOM CETU yIIPaBJICHNUS,

— yIpaBJeHUE MapaMeTpamMu U KoHuUrypanus (aIMUHUCTPUPOBAHUE)

CIIO «SRy»;

— mnepesarpy3ky CIIO «SR».

Co3znanue cetu yrnpasieHus npeaycmarpubaet: ycraHoBKy CIIO «SR» B
TKO, noakimtoueHre kabenei ceTy ynpaplieHUs, HTHUIIMATU3AUUI0 1 HAYaJIbHYIO
HacTpoiiky CIIO «SR». JlaHHble NEWCTBUSL MPOU3BOAATCA AJIMUHUCTPATOPOM
CIIO.

AnmunnctpupoBanne CIIO «SR» ocymecTBiseTcs AIMHUHUCTPATOPOM
CIIO u AgMuHUCTpaTOpoM ayauTa (B YaCTH yNpaBIICHUs MapaMeTpaMu ayauTa)
Y MOXKET BBIMIOJHATHCS  CIEAYIOIMIMMHU CIOCO0aMHU:

— YJAJEHHO M3 3alllMIIaeMOro MepUMEeTpa C MOMOLIbI0 HHTepdeiica

KOMaHJAHOM CTPOKH 1O MpoTokoiny SSH;
— JIOKaJIbLHO C TIOMOIIbIO UWHTepdeiica KOMaHTHOM CTPOKH W
TEPMHUHAIBHOTO MOAKIIOYEHUS.

[Tepezarpyszka CIIO «SR» B mpomecce  GyHKIMOHUPOBAHUS
Ipe1yCMOTPEHA B CAEAYIOIIUX CIyJasx:

— mnpu BocctaHoBieHun (ynkiruonupoBanus CIIO «SR» mocne cOos

(omm6o0K), oTKa3a, ammapatHoit miatdopmser u [0 CITO «SRy;



— B TMPOIECCE BOCCTAHOBJIEHUU KOHTPOJHMPYEMBIX HCTIOTHSIEMBIX
(aiioB, IETOCTHOCTh KOTOPHIX ObLTa HAPYIIICHA;

— B Ipolecce ycTaHoBKU aktyanbHoU (oBeperHoi) OC TKO u3 o6pa3a;

— mnocne oonoaeHus [10 CITO «SRy.

ITepeszarpyska [1IO CIIO «SR» MoxkeT mpoBOIUTHCS aBTOMATHUYECKU WITU

o komanae Anmunucrparopa CIIO.

3. IMMOPAIAOK PABOTBI C CIIO «SR»

3.1.Padora moan3oBarteia ¢ CITIO «SR»

3.1.1. O01mue MoJI0KEeHUs

BoinonHenne  OpeayCMOTPEHHBIX — POJSIMH  mpouenyp  (AeHCTBUiN)
pa3pelIEHO T0JIb30BATEIAM CIIO «SR» ¢ aKTUBHBIMH YYETHBIMHU
3aMHUCSIMU.

Hoctyn mnonb3oBateneir k CIIO «SR» nns ynpaBneHuss oObeKTamu
nocryna (TKO wmu CIIO «SR») BO3MOXEH TOJBKO C pa3pelieHHBIX Y3JI0B
(APM) no npotokomy SSH.

PaboTa nosib30BaTeNsl TPOU3BOAMUTCS B paMKaxX OTKPBITOM CECCUU IMOCHE
YCHEIIHOTO MPOXOXKIAEHUS MpoLeaypbl MACHTU(UKAMU U ayTeHTHpuKauuu. B
ClIy4ae OTCYTCTBHSI aKTUBHOCTH €O CcTOpOHBI noib3oBarens CIIO «SR» ceccus
paszpeiBaeTcsi yepe3d 15 wmuHyT. s OTKpBITHS HOBOW ceccuu Tpedyercs

MOBTOpHAs UACHTU(DUKAIUS U ayTeHTU(PUKALINS TT0JIh30BaTEIIsI.

3.1.2. UnenTudukanus u ayreHTHPUKAIUS

[Iponenypa mnpoxoxkaeHuss HACHTU(GUKAMA U ayTeHTUPUKALUU
oOs3aTenbHa 1715 Beex nodb3oBareneid CI1IO «SRy.

JIist IpOXOXKIAEHUST TPOLEnypbl UACHTU(GUKAIIMM HEOOXOJIUMO BBECTH
aKTUBHYIO (HE3a0JOKMPOBAaHHYIO) yueTHYI0 3anmuch noib3oBatenss CIIO «SR»
(puc. 3.1.1).



10.1.0.236 - PuTTY - O X

Puc. 3.1.1
[Tocne mnpoxoxaeHus wuACHTUGHUKAIMK OyACT MNPEITIOKEHO MPOUTH

ayTeHTH(HUKALHIO 1Mo mapoitto (puc. 3.1.2)

10.1.0.236 - PuTTY - O X

Puc. 3.1.2

B cnydae ycmemrHOro mpoXoXACHHS TPOLEAyp HWIACHTH(GUKAIUN |
ayreatudukammu CIIO SR mpemocraBisieT moCcTynm K KOMaHIHOW cTpoke. Ha

9KpaH BBIBOJUTCS COOOLIEHHME, KOTOPOE COAEPKUT MHPOPMALUIO O TEKYLIEH



Bepcun CITIO SR. Kpome toro, oro6pakaercsi uHGopmMals o nocjaeaHeM BXo/1e
B cucteMmy (BKiIro4as naTy, Bpems u uHTepdeiic). [Ipurnamenue K BBOIY

KOMaH/1 oka3zaHo Ha puc. 3.1.3.

EF 10.1.0.236 - PuTTY - m|

Puc. 3.1.3
B cnywae ecnu He Oblna mpoiiieHa mpoueaypa HIACHTUPUKAUUS W/ UK
ayTeHTU(PUKALUKM, TOJb30BaTeNl0 OyAeT BbIAAHO cooOlIeHue 00 OTKa3ze B
J0CTyIe, HE NPEJOCTaBUB MPU ITOM MOAPOOHOCTH O TOM, Kakas HMEHHO
npouenypa He Obiia mnpoiaeHa. JlaHHbI (GyHKIMOHAN peaju30BaH B
COOTBETCTBUM C MPAKTUKAMH CUCTeM Linux B IeNAX 3aTpyIHEHUS MOTYUCHHS

HCCAHKIUOHHUPOBAHHOTO JOCTYIIA K CUCTCMC.

3.1.3. PadoTa ¢ KOMaH/HOI CTPOKOIi

B CIIO «SR» pabota mosib3oBaTeneil opranu3yercsi mocpecTBOM BBOAA
KOMaHJ B KOMaHJHOW CTPOKE.

Peakuueldi Ha BBOJ JOCTYIHOW KOMaHIbl SIBIISIETCS OTOOpakeHHE B
uHTEpQeiice KOHCOIN MOJIb30BATENS MPEAYCMOTPEHHOW MH(POPMALINK (IAHHBIX )
B JJOCTYITHOM JIJIs BOCIIPUSITUS BUJIE.

JUis ToJy4YeHus MepeyuHs JOCTYIHBIX KOMAaHJl HEOOXOAMMO B OTKPBITOU
CecCHMu BBECTH B KoMmaHAHOW cTpoke h wmmm help. BeiBog Ha skpaH crmcka

JIOCTYITHBIX KOMaH]I TT0OKa3aH Ha puc. 3.1.4:



10.1.0.236 - PuTTY - O X

Puc.3.14
ITonp3oBarento CITO SR nmoctynHa ouncTka 3KpaHa BBoAa-BbiBoAa. [[is
€€ BbI30Ba HEOOXOIUMMO BBHIMIOJHUTHL KOoMaHAy clear. Pe3ynbTaT BbINOTHEHUS
paboThl KOMaHAbI clear mokasan Ha puc. 3.1.5:

10.1.0.236 - PuTTY - O X

Puc. 3.1.5



3.1.4. Cmena napoJs

Cmena cBoero mapoiis JIOCTynHa Jjobomy mnosb3oBatento CIIO «SRy.
JInst cMEeHBI CBOETO MapoJis MOJIb30BATENI0 HEOOXOJUMO BBITIOJHUTH KOMaHIY
passwd, mocyie 4ero BBECTH CBOM TEKYIIMH (IEUCTBYIOLIMN Mapojb), a 3aTeM
JBAYK]IbI HOBBII NapOJIb.

IIpenycranoBnennsiMu HacTpoitkamu CITO SR koHTpoMpyrOTCA 1JIMHA U

CJIOXKHOCTS IIapOJIid, a TAKKC BCACTCA UCTOPUA PaHCC HUCIIOJIB30BAHHBIX H&pOJ’IGﬁ.

Pesynbrar ycrenrHoro BBITOJIHEHUST KOMaH/IbI CMEHBI ITapoJIs MTOKa3aH Ha
puc. 3.1.6 — 3.1.8.

£ 10.1.0.236 - PuTTY - O

Puc. 3.1.6
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Puc. 3.1.7

10.1.0.236 - PuTTY - m| *

Puc. 3.1.8



3.2.PaboTra AaMUHHMCTPAaTOpa

3.2.1. lo6aBjieHue yueTHO# 3anucu agMuHucTparopa CI1O

Jns noGapienust yuetHou 3anucu Anmunuctpatopa CIIO HeoOxomumo
BBecT Komanay addadm. Ha puc. 3.2.1 — 3.2.4 mnoka3zan npumep no0aBIeHUsS

agmuauctparopa CIIO ¢ yuerHo# 3anuchro adm 1

10.1.0.236 - PuTTY - O X

Puc. 3.2.1



10.1.0.236 - PuTTY - m| *

Puc. 3.2.2

10.1.0.236 - PuTTY - m| *®

Puc. 3.2.3
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Puc. 3.2.4

3.2.2. IlpocmoTp yueTHbIX 3anuceil AqmMunuctpartopos CIIO

Hus  nmpocmoTtpa cnucka AnmuuuctpatopoB  CIIO  Heobxomumo
BBINIOJIHUTh KOMaHIy admlist. Pe3ynbTar BbINOJHEHHS KOMaH[bl MOKAa3aH Ha

puc. 3.2.5:

10.1.0.236 - PuTTY - O e

Puc. 3.2.5



3.2.3. lo6aBieHne y4eTHOI 3anucu AIMUHHCTPATOPA ayAuTAa

YroObl 100aBUTH HOBYIO YUYETHYIO 3alHMCh AJIMHHHCTpAaTOpa ayauTa
HEoOXoaMMO ucmoiik30BaTh koMauay audadd. Ilpumep ee wucmonbp3oBaHMs
nmokasaH Ha puc. 3.2.6 — 3.2.8.

£ 10.1.0.236 - PuTTY - O X

EESOMT:e MMA

Puc. 3.2.6



10.1.0.236 - PuTTY - O X

Puc. 3.2.7

Puc. 3.2.8



3.2.4. IlpocMoTp cHHMCKa Y4YeTHBIX 3amuceii AJIMHHHUCTPATOPOB

ayaura

UtoObl NPOCMOTPETh CHUCOK YYETHBIX 3amucedl AJIMUHUCTPATOPOB
aynura Heo0X0auMO BhIONHUTH KoMaHay audlist. [Ipumep e€ ucnonb3zoBaHus

npuBenéH Ha puc. 3.2.9.

EF 10.1.0.236 - PuTTY - O *
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Puc. 3.2.9

3.2.5. /lo6aBieHue yueTHO# 3anucu OyHKIUOHAJIBHOI0 KOHTPoOJepa

UtoObl  100aBUTH HOBYK  YYETHYIO 3amuch  DyHKIHOHAJIBLHOTO
KOHTpoJiepa HeoOxoaumMo wucroiab3oBaTh komanay fkadd. Ilpumep ee

MCIIONIb30BaHMs ToKa3aH Ha puc. 3.2.10, 3.2.11.
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Puc. 3.2.10

10.1.0.236 - PuTTY - O X

Puc. 3.2.11



3.2.6. IIpocmoTp cnmucka YuyeTHbIX 3anuceili @OYHKIMOHAJIbHBIX
KOHTPOJIEPOB
YroOBl TOCMOTpPETh CIHCOK YYETHBIX 3amuceidd @DYHKIMOHATBHBIX

KOHTPOJIEPOB, HY>KHO BBecTH KomaHay fklist (puc. 3.2.12).
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Puc. 3.2.12

3.2.7. JlobaBienue ydeTHoii 3anucu Onepartopa TKO

Yto06sl 100aBUTH HOBYIO yueTHyIo 3anuch Oneparopa TKO Heob6xoaumo

UCIoJib30BaTh kKomaHay operadd. [Ipumep ee ucnonb3oBaHus MOKa3aH HA PHC.
3.2.13, 3.2.14:
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Puc. 3.2.14

3.2.8. IlpocmoTp cnucka yuyeTHbIX 3anuceit Oneparopos TKO

YToOBl MOCMOTPETh COUCOK yueTHBIX 3anuceir OnepatopoB TKO, HyxkHO

BBecTH KoMaHfay operlist. Ilpumep ee ucnosib30BaHUS IMMOKa3aH Ha PUCYHKE

3.2.15.



10.1.0.236 - PuTTY - O X

Puc. 3.2.15

3.2.9. bjiokHpoBKAa y4eTHOM 3aNUCH M0JIb30BaTEJIsI

Jlsiss ONOKMPOBKM yYETHOW 3alCH I10Jh30BATElsl HYKHO BBIIOJTHHUTH
koMmaHay accountlock. Pe3ynmbrar e€ BbINOIHEHHUs IMOKa3aH Ha puc. 3.2.16 —

3.2.21:

10.1.0.236 - PuTTY - O X

Puc. 3.2.16



10.1.0.236 - PuTTY - O X

Puc. 3.2.17

Puc. 3.2.18

Jli1 GIIOKMPOBKM YYETHOM 3aIlMCU — BBECTHU YES.



10.1.0.236 - PuTTY - O X

Puc. 3.2.19

Puc. 3.2.20

Teneps adm_1 mokasaH B criucke ¢ 3a0JI0KHPOBAaHHON Y4E€THOW 3alUChIO:



10.1.0.236 - PuTTY - O e

Puc. 3.2.21

3.2.10. Pa30,10KkMpPOBKa Y4eTHOM 3alIMCH N0JIb30BaTeJIsI

JInst pa30IOKUPOBKH TOJIb30BATEsl HEOOXOJAMMO BBECTH  KOMAHIY
accountunlock (puc. 3.2.22 — 3.2.25):

10.1.0.236 - PuTTY - O X
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Puc. 3.2.22



10.1.0.236 - PuTTY - O X

Puc. 3.2.23

Puc. 3.2.24

[Tocne BemomHeHus: komanabl admlist BUIHO, 4TO y4yeTHas 3amuch adm 1

pa30JI0KUpOBaHA:



EF 10.1.0.236 - PuTTY - O

Puc. 3.2.25

3.2.11. CMmeHna napoJis Vsl 0JIb30BaTe sl

Anmunuctpatop CIIO MOXeT 3aMEHUTH MapoJib JIFOOOMY MOJIB30BATEIIO
CIIO «SR». Mna cmeHsl mapoisi HEOOXOIUMO BBINOJIHUTH KOMaHAY
accountpasswd, mocie 4Yero BBECTHM HOBBIM mapoib. [[ns cMmeHsl mnaposs
Anmunuctpatop CIIO gomxeH 3HaTh TeKylUid (aKTUBHBIA) Mapob
IIOJIB30BATEIIS.

[IpenycranoBnenusiMu HacTporkaMu CIIO SR KOHTpOIMpyroTCs IIMHA U
CJIO’KHOCTB I1apOJIs, @ TAKXKE BEAETCA UCTOPUS PAHEE MCIIOJIb30BAHHBIX MTAPOJIEH.

Pe?)y}'II)TaT YCIICITHOI'O BBIINIOJHCHHUA KOMAHAbl CMCHBI IIaPOJIA IIOKAa3aH Ha pHUC.

3.2.26 — 3.2.29:



10.1.0.236 - PuTTY - O X

Puc. 3.2.26

Puc. 3.2.27



10.1.0.236 - PuTTY - O X

Puc. 3.2.28

Puc. 3.2.29



3.2.12. 3anper gocTryna K KoHCOJIbHOMY nopty Oneparopy TKO

Yrob6sl 3anperuts Omneparopy TKO pgoctynm K KOHCOJBHOMY IMOPTY,
HY>KHO BBECTH KoMaHAy operconsoleoff. [Ipumep ee ncnonp30BaHMs MOKa3aH Ha
puc. 3.2.30, 3.2.31:
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Puc. 3.2.30

OOCTVIL




Puc. 3.2.31

3.2.13. Pa3peimenue goctyna Kk KOHcoJibHOMY nopty Oneparopy
TKO

Yrobwl paszpemuts Onepatopy TKO poctyn K KOHCOJIBHOMY IOPTY,
HY>KHO BBECTH KOMaHay operconsoleon. ITpumep ee ncnosp30BaHus 1OKa3aH HA
puc. 3.2.32, 3.2.33:
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Puc. 3.2.32
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Puc. 3.2.33

3.2.14. IpocmoTtp cBenennii o kongurypanuu TKO

Jlns mpocMoTtpa Tekymmx HacTpoek TKO HeoO0XOIUMO BBIIOJHUTH
koMmaHay viewtkoconf. PesynbTaT BBIMOJHEHHMS KOMAaHJBl BBIBOJA TEKYIIUX
Hactpoek TKO noxasan Ha puc. 3.2.34:
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Puc. 3.2.34



4. TPEBOBAHMUSA K MNPOT'PAMMHO-ATIIIAPATHOM
KOHO®OUT'YPALIUN

Jnst  BemmonHenuss ycraHoBku CIIO SR Heobxoaumo o0ecnedHTh
CIIEIYIONTYI0 KOH(DHUTYpAIHIO anmapaTHBIX | MPOTPAMMHBIX CPEJICTB:

- CIIO ¢ npeaycranoBiaeHHbIM OI1O, uMerOmuUM OCTYN B JIOKAJIBHYIO
ceTsb, ¢ [P-anpecom 192.168.0.2

- Komnsrorep: IIpoueccop: Intel(R) Xeon(R) CPU (E5520 @ 2.27GHz);
Emxocts O3VY: 8 I'6; XKectkuit quck: 60 I'6. Ycranosnenunas OC — Debian 8 32-
bit



