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AHHOTALIUSA

JIOKyMEHT COJIep>KUT OOIIMe CBEACHUS O MPOrpaMMHO-TEXHHUYECKOM Komiuiekce «Moyib
CHUCTEMBI 3aIUTHl YNPABICHUS TEICKOMMYHHKAIMOHHBIM 000pYyIOBaHHEM» (llajee MO TEKCTy —
[1TK), onrcanue ero GyHKIIMOHATHLHOTO Ha3HAYEHUS, IOTHIECKOU CTPYKTYPHI.

B nokyMeHnTe npuBeieHbl TEXHUUYECKUE U MPOTPaMMHbIE TPEOOBaHUSI K U3EIHIO.

I[OKYMCHT COACPIKUT o6mee OIIMCaHNEC BXOOHBIX WU BBIXOJIHBIX JaHHBIX.
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OBO3HAYEHUA U COKPAILIEHUA

ITK — nporpaMMHO-TEXHUYECKUN KOMILIIEKC
TKO — TesiekOMMYHUKAITMOHHHOE 000pY/1I0BaHKe
IIC — noxncucrema

@K — QpyHKIMOHATBHBIN KOHTPOIIb

KII — XOHTpOJIb LIETOCTHOCTH

@K u KI (i K m @K wim [IC ®KKII) — noacucrema GpyHKIMOHAIEHOTO
KOHTPOJISL U KOHTPOJISI LIETOCTHOCTH

IIY ]l — noxcucrema ynpasieHUs JOCTYIIOM

CBb — coObITHs 6€30MacHOCTH

KU — xOMaHIHBIN UHTEPIPETATOP

®C, fs — daiinoBas cucrema

OC — onepanonHas cucrema

GPIO — General Purpose Input/Output, mopT BBOa-BbIBOIa OOIIETO HA3HAYCHHUS
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1 OBIIME CBEJIEHUA

1.1 O06o3HaYeHHE U HANMEHOBAHHE U3/1eIHSA

Ob6o3nauenue m3aenus: 425590-001-095561296-2015.

[TonmHOE HaMMEHOBAHHE W3JCIUS. MPOrPAMMHO-TEXHHUYECKHH KOMILIEKC «MOaylb CHCTEMBI
3aIUTHl YIIPABJICHUS TEICKOMMYHHKAIIMOHHBIM OOOpYAOBaHHEM», NelNUMalbHbIH HoMmep 425590-
001-095561296-2015.

CokpamnéHHOE HAaWMMEHOBAHHE W3JACTUS. IPOrPAMMHO-TEXHHUYECKUN KOMIUIEKC «Momysb

CHUCTEMBI 3allIUTHI YITPABJICHUA TCIICKOMMYHUKAIIMOHHBIM O60py2[0BaHI/IeM».

1.2 S$I3bIKM NpOrpaMMHPOBaHMs, HA KOTOPbIX HANKCAHA IPOrpaMMa

[Tpu paspabotke mporpammuoro obecneuenus [ITK wmcmonp3oBaMCh CISHYIOMIHE S3BIKU
nporpammupoBanus: C, Python.

I[J'IH KOMITUWJEAOWUHA ITPOIrPaMMHBIX KOMIIOHCHTOB IITK O60py,[[y}OTCH CTCHAbLI CO CIICAYIOIUMU

IIporpaMMHO-aIllIIapaTHbIMU XapaKTCPUCTHKAMMU

AJI\flg\/I Xapakrepuctuku APM Omnepanmonnas cucrema, [10 DyHKIMHU
1. CucremHslii 0510k Ha 6a3e | OnepanuoHHas CHUCTEMA: Cpena coopku
mwiatdopmsl Intel co Ubuntu 15.10;
CIEAYIOUMHU Komnwrarop U
xapaktepuctukamu: CPU | uHCTpYMEHTBI COOPKHU:
Intel Core i5 2.0GHz, 4GB | 1) Apache Ant 1.9.9
© RAM, 500GB HDD, CD-
E RW/CDROM, SVGA 2) KpQCC-KOMHHHﬂ:FOP gcc-
S 256Mb/IBM 10/100 Mbps | S-arm-linux-gnueabi s
S Ethernet PCI Adapter; margopmbt ARM
= morutop IBM Thinkvision | 3) Python 2.7
LCD 197, Knaguarypa JIOTIOTHUTETbHBIE
9 VMVm 101 PS/2; HHCTPYMEHTHI:
g PS?I;HHYHHOP MPBIHE 1) TIporpamma ukcanuu u
s ' KOHTPOJISI HCXOJJTHOTO
§ COCTOSIHUS TIPOTPAMMHOTO
komruiekca «PUKC-UNIX
S 1.0»;
>
§ 2) CepBuc ayauTa CHCTEMBI
© Linux — auditd-2.4.1.
<
®©
g
S
S
g
=
S
g
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2 ®OYHKIHUOHAJIBHOE HASHAYEHUE

2.1 Ha3nadeHue u3eJiMsi M KJacchl peliaeMbIX 3a1a4

[ITK mpencraBisier coO0i TPOrpaMMHO-TEXHHYECKOE CpPEACTBO, KOTOPOE peallu3yeT
(GYHKIIUM 0 PEIOTBPALICHUIO HECAHKIIMOHUPOBAHHOTO JOCTYIA K MPOrPaMMHBIM U TEXHHYECKUM
pecypcam TeIeKOMMYHHKAIMOHHOTO 000pyI0BaHus (MapLIpyTH3aTopaM U KOMMYyTaTopaMm) Ha 3Tare
€ro 3arpyskH.

[ITK oOecreunBaeTr HEWUTpaIM3aLUIO CIEAYIOIIUX OCHOBHBIX yrpo3 0€30MacHOCTH
nH(popMauu:

. HECaHKUMOHUPOBAHHBIA [OCTyn K HHGPOpPMAIMU 3a CUET 3arpy3Kd HEUITaTHOMN
OIEpaIlMOHHON CHCTEMbl M 00X0/Ja MpaBUi pa3TpaHUUEHUs JOCTyla IITAaTHOM OIlepaloHHON
cucteMbl W (WIHM) JPYTHMX CPEACTB 3amMThl WHGOpManuu, padOTAlIIUX B Cpele IITaTHOM
ONEPALMOHHON CUCTEMBI;

. HapylIEHUE LETOCTHOCTU MPOrPaMMHON Cpebl CPEACTB BBIYMCIMTEIBHON TEXHUKHU
(CBT) u (unmu) coctaBa KOMIIOHEHTOB ammapaTHOrO OOECMEYEHUsI CPEACTB BBIYMCIUTEIBLHOMN

TEXHUKU B HH()POPMAITMOHHON CHCTEME;

. HapylleHHe LEJIOCTHOCTH IPOrpaMMHOIO OOecreueHHsl CpeicTBa JOBEPEHHOU
3arpysKu;
. HECaHKLUMOHUPOBAaHHOE  W3MEHEHHE  KOH(purypanuu  (mapameTpoB)  CpPEICTB

©
E JIOBEPEHHOM 3arpy3KH;
E . npeojiosieHne nin 00xo QyHKIMH 6e301MacHOCTH CPECTB TOBEPEHHOM 3arpy3KH.
S B IITK peanuzoBans! cienyromue GyHKIUN 0€30MaCHOCTH:
. pasrpaHudeHue aoctymna K ynpasienuto CJ13;
(=]}
¢ . ympasieHue padotoit C13;
; . ynpasnenue napamerpamu C/13;
©
Q . aymut 6e3onacHoctu C/13;
5 . tectupoBaHue CJI3, KOHTPOJb 1LEJTOCTHOCTH MPOrPaMMHOr0 obOecreyeHus: Hu
>
§ napamerpos C/13;
g . KOHTpOoJb koMnoHeHToB CBT;
. OJIOKMpPOBAaHUE 3aTPY3KH ONEPAIMOHHON CUCTEMbI CPEJICTBOM JOBEPEHHON 3arpy3Ku;
g . CUTHAJIM3alUsl CPEJCTBA I0BEPEHHOM 3arpy3KH.
S
S
S
3
N
=
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=
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3 OINUCAHME JIOTUYECKOM CTPYKTYPBI

3.1 CTpykTypa nporpammbl

3.1.1 Jlornyeckaa CTpyKTypa nporpamMmmbil
ITporpamma CIIO AM SR Bepcuu 1.0.1 cocTour us:

e [loacucteMbl KOHTPOJIS EIOCTHOCTU U (PYHKIIMOHAIBHOTO KOHTPOJIA.

e Komangnoro unrepnperaropa AnMmunucrparopa SR.

e Komangnoro unrepnperaropa Ayautopa SR.

e Komangnoro unrepnperaropa oneparopa O@yHKIIMOHATBHOTO KOHTpoist SR.
e Komangnoro untepnperaropa Oneparopa TKO.

e Tloacucrema perucrpaiuu u yuéra (rsyslog).

VYrpoiieHHas CTpyKTypa 1 oCHOBHBIE TOTOKH JaHHbIX B CI1IO AM noka3anbl Ha pucyHke 1.

Puc.1 Yopoiennas cTpykTypa 1 OCHOBHBIE 1TOTOKHM AaHHBIX B CI1O AM

Jlucm
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! s
cnywe6a Sesonacuocm\ _\ oy /
cno Am '

/

! ’;
: || oK .
nc KUoK I/ -7 Tl '

._'““-___s_hsh | \f‘\, I.
KonTpannép -1 o T : De ia linux
K KonTpannépa TTeL

~ e s

DK R b
== Y 2
- _ _ _sgh___ _-F--" rfy\
__)I: K1 AyauTtapa ’:___ .. o
Ayoutop 1= rsyslog

ssh |- ir{l/l AfMuHWCTpaTopa F F- -~ 7
\r CE
| T~ .

MUHKCTPaTO --

Aa parop KM Onepatapa TKO I|
= . 3anuck
3 1
|‘,\ ‘\

‘ tuneTpoR )
Oneparopkl TKO ssh_ 7 \ \ KoMaHg,
Lo AN :
- I"lll Al b P ;' | |

17 it ~ T ! [
W ~ . oK S /
oo Tl 7 ! /
1 N - ! /

OnepaTtop TKO "!‘\\ N ! /

dafnel
NaHHbIX

WCNONB30BAHWE

. dunsTpoE
\ KOMaHg,

N -

N ~ —

N S
- = — seriat;
" T e~ _ komaHaa consale
N -l
. M TenekoMMmyHWKaLMOHHOE
el ssh, ofiopynosaHue

- KomaHaa connect

[Toncucrema KOHTPOJIS 1IETOCTHOCTH U (DYHKIIMOHATLHOTO KOHTPOJIS:

- BBIIIOJIHSIET KOHTPOJIb (PU3MUECKO 11ETOCTHOCTH KabenbHbIX coeauHenuii cuctemsl ¢ TKO;

- BBIIIOJIHACT KOHTPOJIb pa6OTOCHOCO6HOCTI/I MMOACUCTEMBI PCTUCTPALIUN U yqéTa;

- BBIIIOJIHACT HCpI/IO,[[I/I‘-IeCKI/Iﬁ KOHTPOJIb HECJIOCTHOCTHU IMPOTrPaAaMMHBIX KOMIIOHCHT CUCTCMBI;

- BBIIIOJIHACT KOHTPOJIb aKTI/IBaHI/II/I/HeaKTI/IBaHI/II/I BCEX KOMAHJHBIX HHTEPHIPETATOPOB

CHCTEMEL,

- BBINIOJIHSIET KOHTPOJIb 3aBEPIICHHS MHTEpBajla HEaKTUBHOCTU MoJib3oBarenei (kpome KU

KonTpomnnépa);

- 10 3aBCPIICHHU HWHTCpBaJIa HCAKTHBHOCTU nojab30BaTelnei (KpOMC KOHTpOJ'I.Hépa)

MPUHYAUTEIBHO MpEeKpaliaeT paboTy COOTBETCTBYIOUINX KOMaHIHBIX HHTEPIIPETATOPOB;
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- BBIMIOJIHSCT KOHTPOJIb JIOCTYITHOCTH JIOTHYECKUX KaHAIOB yrpasieHus (serial u SSh) Mexay
cucrtemort u TKO;

- olecrieynBaeT, B COOTBETCTBHHM C HACTPOWKAMH, COOTBETCTBHUE BpPEMEHU CHCTEMBI,
TEKyIlleMy 3HaueHuto Bpemenu Ha TKO;

- ¢ukcupyer, B TMOJCUCTEME pETUCTpAllMM M Yy4€Ta, COOTBETCTBYIOIIUE COOBITHS
0€301MacHOCTH.

[Tonb3oBarens KoHnTpomi€p, ¢ UCNOIBb30BaHUEM KaHaja CBS3H, IPEIOCTABISEMbIM KIMEHTOM
ssh, nmonyuaer ot KomanaHoro unteprnperaropa ®K (K Koutposnépa) uadopMaimmo 0 TEKyIeMm
(BO3MOXXHO ¢ HEOOJIBIION 3a/1€P’KKOIT) COCTOSIHUU CHUCTEMBI:

- 0 MOJIB30BATEIAX, PAOOTAIOUINX B TEKYIIUNA MOMEHT;

- 0 COCTOSIHUM MOJCUCTEM;

- 0 COCTOSIHMHM JIOTMUeCKHX KaHayoB cBsi3u ¢ TKO.

Komannsrit uateprperatop @K nonydaer ykazanHyro HHGOOPMAIHIO OT:

- IO/ICUCTEMBI KOHTPOJIS LIETOCTHOCTH U (DYHKITMOHATILHOTO KOHTPOJIS;

- Bcex akTuBHbIX Komanausix uaTepnperatopoB OK;

- BceX aKTUBHBIX KOMaHIHBIX HHTEPIPETATOPOB AYAUTOPA;

- BCceX aKTUBHBIX KoMaHIHBIX HHTEPIPETATOPOB AIMUHUCTPATOPA;

- aktuBHOro Komannnoro nnrepnperaropa Oneparopa TKO.

[Tonb3oBaresnb AyauTop, ¢ HCIOJIb30BAaHHEM KaHala CBSI3H, IPEI0CTABIAEMbIM KITHEHTOM SSh,

IMOJIy4acT, IpH BBITOJIHCHUN COOTBCTCTBYIOIIUX KOMAH/, ITOJYYa€T OT KOMaHIIHOFO HHTCpIIpETAaTOpa

©
£ Aynuropa uHpopMaIuio o:
e
> - COOBITHSX O0€30MacHOCTH, 3apeTrHCTPUPOBAHHBIX MOJCHUCTEMONW pPETUCTpallUd U y4y€Ta
=
Q
S (rsyslog);
- TAaHHBIX HACTPOUKH CHCTEMBI,
(=]}
_ - IOCTIETHUX BXOJaxX IOJIb30BaTeNeH;
©
I
; - BX0JIaX B CHCTEMY OT MOMEHTa BPEMEHHU MOCIeAHEH 3arpy3KH,
©
& - BX0JIaX B CHCTEMY OT MOMEHTa BPEMEHHU MOCIEAHEH 3arpy3KH,
" - pa3smepe Karajora /var/log, HCIOJNIB3yeMOro Ui PErHCTPAIllMH COOBITHI 0€30ImacHOCTH
O
>
g OCIIe 3aTPy3KH CUCTEMBI;
é,g' - BXOJ]aX B CHCTEMY OT MOMEHTA BPEMEHH TOCIICHEN 3arpy3KH,
- 0 TeKYIUX MOJIb30BATENIX, paOOTAIOIIUX B CUCTEME;
o - cBOOOTHOM M MCIIOJIb3YEMOIl MaMsTH B CUCTEME;
©
N - CBOOOTHOM M MCIIONIb3YEMOIl TaMsITH B CHCTEME;
S .
S - noApoOHOI HH(OPMALMK U TTAMSTH B CUCTEME.
=
=
Q
o
c
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ITonp30Barens AJOMUHUCTPATOp, C MHCIIONB30BAaHHMEM KaHaja CBSI3U, IPENOCTABIISIEMbBIM
KJIMEHTOM SSN, TMpH BBIMOJIHEHUH COOTBETCTBYIONIMX KOMaHJ, MpPEAOCTaBisgeMbiX KoMaHIHBIM
HUHTEPIPETATOPOM AJAMUHHUCTPATOPA, BHIIOTHSACT PYHKIIUU:

- yIpaBieHUs YYETHBIMU 3aIIUCAMU 10JIb30BaTEIIEH;

- ynpasieHus jpocrynom OneparopoB TKO k komannam KomannHoro wuHTepmnperaTopa
Oneparopa TKO;

- ynpasienus: puinbrpamu koman TKO, noctynuaeix Oneparopam TKO;

- (hyHKIIMOHABHBIA KOHTPOIb (puinbTpoB TKO;

- YIpaBJIEHUS PEXUMOM JJOBEPEHHOU 3arpy3Ku;

- yIpaBieHUsl HACTPOMKAMHU CHUCTEMBI.

[Tonb3oBarens Omneparop TKO, ¢ wucnosp3oBaHuMeM KaHajga CBSI3H, NPEIOCTaBISAEMbIM
KJIMEHTOM SSh, mpu BBINOJIHEHMHM COOTBETCTBYIONIMX KoMaHJ] KomaHIHOTO uWHTEpperaropa
Omneparopa TKO, BeinonssieT pyHKIUU:

- BBITIOJTHEHUS IOBEPEHHOM WK He oBepeHHoH 3arpy3ku TKO;

- ynpasnenus TKO no SSH kanany;

- ynpasnenus TKO no konconu TKO.

Joctyn K yka3aHHBIM KOMaHAaM OIpefensercs MaTpuued aoctyna. Marpuna poctyna

Omneparopa TKO dbopmupyercss AAMHUHUCTPATOPOM.

3.1.2 Noacuctema PyHKLUMOHANILHOrO KOHTPONSA U KOHTPONSA
LLeSIOCTHOCTHU

©

S [Toncucrema (YHKIMOHATBHOTO KOHTPOJIE M KOHTPOJS MEJIOCTHOCTH pAcCIOIOKEHA B

e

> Karajore /ust/sr-Sys

=

Q

~ Cocras (aiinos [loacuctemsl pyHKIIMOHAIBHOTO KOHTPOJISI M KOHTPOJISA IIETOCTHOCTH yKa3aH

B Tabnuue 1:

QI

g

; Tabmuna 1. CoctaB ¢aiinoB Iloacuctembl (GyHKIIMOHATBLHOTO KOHTPOJSE M KOHTPOJS

©

Q LIEJTOCTHOCTHU

5 Ne HaumenoBanwue daitna Kpatkoe onucanue

>

o]

s /i

g check_tko_serial.pyc Monyns npoBepku goctynHoctd TKO mo
MOCJIEIOBATEIIEHOMY TIOPTY

g daemon.pyc Monyns obecrieuenus padbotsl [lomcucteMst ... Kak cepBuca

©

3 fk_utils.pyc BcnomoratensHbie pyHKIMM U1 00€CTIeYeHHUS

S

§ ¢dbyHkmonupoBanust [1oACHCTEMBI ...B YaCTH BBITOTHEHUS
(GyHKIIMOHAJIBHOTO KOHTPOJIS

=

Q

o

c
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/11

HaumenoBanwue daitna

Kpatkoe onucanue

fs_utils.pyc BcnomoratensHbie GyHKINU 715 00ecrieueHust

¢dynkunonupoBanus [loacucTeMsl ... B 4acTi paboThI ¢

o0bekTamMu (HalsIOBOM CHCTEMBI

srsyslog.pyc

Sr_sys_main.pyc Moyib, peanu3yronnui OCHOBHON (yHKIIHOHAT
[Toncucremst ...

Sr-sys.py Monynb, obecrieunBaromuii 3anyck [loacucremsr ...

state_sys.pyc Monynb ¢ HarnboJIee 4acToO UCTOIb3yEeMBIMU KOHCTAHTAMU
[Toncucremst ...

tkoconf.pyc Monynb, obecnieurnBaOmui (HyHKIIMOHUPOBAHHE MTOACUCTEM

B YacTu pabOThI C OCHOBHBIMU HAcTpoiikamu SR s

B3aumonencTausa ¢ TKO

3.1.3 KomaHagHbIW MHTepnpeTaTop AaMunHucTpatopa SR

fusr/sr/adm.

Cocras ¢aitnoB Komananslii uarepnperatop Aamuaucrparopa SR ykaszaHn B Tabnuie 2:

Komanansiii uHTepriperatrop AnMuHucTpatopa SR pacmonoxeH B Karajore /ust/sr H

©
g
©
4e]
S
,§' Tabmuua 2. Cocras ¢aiinos Komannoro uarepnperaropa AiMuHucTparopa SR
= Ne HaumenoBanue daiina Kpatkoe onucanue
N n/n
g lusr/sr/filters_view.pyc Moaynb st ”HTEPaKTUBHOM paboThl ¢ GUIIBTpaMK
s xomanj Oneparopos TKO. Peanuzyer komanny filters
[32]
a0
Komangnoro nnrepnperaropa Aagmunucrpatopa SR
S - = =
S {usr/sr/shell_adm_main.pyc Moayib, peaau3yrommuii OCHOBHOM (hyHKIIMOHAIT
2 Komangnoro nnrepnperaropa AgmuHucrpatopa SR,
©
I
< B TOM YHMCJIE OCHOBHYIO Maccy KOMaH]i
Anmunucrpatopa SR
®©
E, {usr/sr/shell-adm.py Monyis, obecrnieunBarouii 3amyck KomangHoro
E nHTEepnperaTopa AnMuHucTparopa SR
()
= {usr/sr/state_adm.pyc Monynb ¢ Hanboee 4acTo UCTOIb3yeMbIMU
=
Q
o
=
2 Jlucm
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/11

HanmenoBanue daiina

Kpatkoe onucanue

KOHCTaHTaMu KoMaHAHOro uHTEpIperaropa

Anmunuctpatopa SR

{usr/srladm/tool_001

Mopyns, obecrieunBaroONIi 100aBIeHUE YUETHOM

3anucu Oneparopa TKO (komanga operadd)

Jusr/sr/adm/tool_aud add

Monynb, oOecrnieunBaromuii 100aBIeHNEe yIETHOM

3amcu Aynuropa SR (komanma audadd)

{usr/srladm/tool_fk_add

Mopyns, obecrieunBaroONIi 100aBIeHUE YUETHOM

3ammucu Kontpomnépa SR (komanga fkadd)

{usr/srladm/tool_sys

Monynb, oOecrieunBarOIni MOAU(PHUKAINIO UMEHU
xocta SR (komanna sys_hostname) u usmenenue ip

aapeca (koMmanza sys_eth0)

{usr/srladm/tool_users_json_add

Monyib, o0ecnieunBaroIIni COXpaHEHHE

PaCIIMpCHHBIX AAHHBIX I10 y‘IéTHI)IM 3a1InucsaIM

Jusr/srladm/tool_adm_add

Monynb, obecrieunBaroOIInii JoOaBICHHE YUETHOM

3anucu Aamunuctparopa SR (komanna admadd)

Jusr/srladm/tool_ep

Monyib, o0ecnieurBarOIINN OJyUYEeHUE EPEUHS]

y4ETHBIX 3aIlUCEH C MYyCTHIM MaposieM

{usr/srladm/tool_passwd

MOI[y.]'IB, 06eCHe‘{HBaIOHIHﬁ N3MCHCHHC IapOJIia

©
;E yuéTHbIX 3anucer SR (komanga accountpasswd)
S
g lusr/sr/ladm/tool_user_remove Mogayib, oOecrieunBaronil yaaneHue yaeTHon
()
= 3aIl1CH, a TAKXKE CBSI3aHHBIX C HEW PaCIIMPEHHBIX
JAHHBIX
©
I
S
3 3.1.4 KomaHaHbIn MHTepnpeTaTop AyauTtopa SR
a0
Komanansiii untepnperarop Ayautopa SR pacnonoxen B katanore /usr/sr. Kpome Toro,
5 .
E ucnosb3yetcs (aiin /ust/sr/setup-sr/show-syslog.sh
%_ Cocras ¢aitnoB Komananoro unreprnperatopa Ayauropa SR ykazan B Tabnuie 3:
S
Tabnuna 3. Cocras ¢aiinos Komananoro unrepnperaropa Ayauropa SR
®©
E, Ne Haumenoanue ¢aiina Kpartkoe onucanne
S
= n/n
3
= {usr/sr/shell_audit_main.pyc Monynb, peanu3yonmi OCHOBHON (yHKIIMOHAT
=
Q
o
=
2 Jlucm
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[loon. u 0ama

B3am. uHs. Ne

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

/o

HaumenoBanwue daitna

Kpatkoe onucanue

Komananoro unteprperaropa Ayauropa SR, B Tom

YHCJIe OCHOBHYIO Maccy kKoMan Aynuropa SR

lusr/sr/shell-audit.py

Monyns, obecrieunBaromuii 3amyck Komananoro

uHTepnperaTopa Ayauropa SR

Jusr/sr/setup-sr/show-syslog.sh

Monynb, o0ecTieynBarOIUi TPOCMOTP TEPEUHS

nociaequux coopITiii SR

3.1.5 KomaHgHbIW UHTepnpeTaTop onepaTtopa ®YHKUMOHANbLHOro

KOHTpona SR

Komanansiii uHTeprnperatop omnepatopa PYHKIMOHAIBHOTO KOHTpossi SR pacmonoxeH B

Karajore /ust/sr.

Cocras daitioB oneparopa OyHKIIMOHAIEHOTO KOHTPOJst SR yka3an B Tabmuie 4:

Tabmuna 4. CoctaB ¢aiinos Komananoro mHTepmperaropa omneparopa DyHKIHOHAIBHOTO

KoHTpoJist SR

Ne

/o

HaunmenoBanwue daiina

Kparkoe onucanue

lusr/sr/fk_console.pyc

Mopyns, peanu3yoomuii 00paboTKy JaHHBIX OT
Komanansix uarepnperatopoB SR (AnMunucTparopa,

Aymutopa, Konrponnépa, Oneparopa TKO)

lusr/sr/fk.pyc

Monynb, peanu3yronuii 00padoTKy TaHHBIX OT
MTOJICHCTEM YITPABJICHUS TOCTYTIOM, KOHTPOJIS
HEIIOCTHOCTH, PU3MUECKOTO KOHTPOJIS, BOCCTAHOBIICHHSI
(3ape3epBUPOBAHO I OYIYIIUX pean3allyii),
perucTpanuu u yuéra, CUTHAIM3alUU U YBETOMIICHUS
(3ape3epBUPOBAHO /IS OYIYIIMX peaTr3aIinii),

KOMaHIHBIX HHTEpIpeTaTopoB (cM. tk console.pyc)

/ust/st/shell fk main.pyc

Monyib, peaau3yoni OCHOBHON (yHKIIMOHAT
KoMangHoro nntepnperaropa oneparopa
O YHKIIMOHAIBHOTO KOHTPOs SR, B TOM yncine

OCHOBHYIO Maccy komana Konrpomnépa SR

lusr/sr/shell-fk.py

MOIIyJ'IB, 06CCHCHI/IB8.IOH_II/II\/JI 3aIlyCK KOM&H,Z[HOFO

Jlu

U3m.

Ne dokym. [1oon.

Hama
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[loon. u 0ama

B3am. uHs. Ne

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

/o

HanmenoBanwue daiina

Kpatkoe onucanue

uHTepIpeTaropa oneparopa OyHKIMOHAIBHOTO

KoHTpoJist SR

/usr/st/state_fk.pyc

MOIIYJ'IB ¢ HauboJee YyacTo HCIIOJIb3YECMbIMU
KOHCTaHTaMH KOMaH,Z[HOFO HHTEpIIpETATOPa Ooreparopa

@OYHKIMOHAIBHOIO KOHTpouist SR

3.1.6 KomaHaHbIN nHTepnpeTtatop Onepatopa TKO
Komanansiit uatepnperatop Oneparopa TKO pacnonoxen B katanore /ust/st.

Cocras daitioB Komangaoro uareprnperaropa Oneparopa TKO yka3an B Tabmune 5:

Tabmuna 4. Cocras (daiinos Komannnoro unrepnperatopa Onepatopa TKO

n/o

HanmenoBanwue daiina

KpaTKOG OIMKUCaHUuC

lusr/sr/app.pyc

Monyib, peanusytomuii ynpasiaenue TKO no kanany

IPEOCTaBIAEMOMY YTUIUTOM ssh

/usr/sr/cmdsenderssh.pyc

Monynb, oOecrieunBaroIni IpeoCcTaBIeHIEe
¢byHKMI HU3KOrO ypoBHs it ynpasienue TKO no
KaHaIy TPEIOCTaBIIEMOMY YTHIUTO#H SSh.

Hcnonb3yercs Moaynem /ust/st/app.pyc

/ust/st/err.pyc

Mopyne, peanu3yromuii nepexsar IporpaMMHBIX
ucKIItoueHui npu padore Komannnoro

uHTepnperaropa Oneparopa TKO

/ust/sr/shell main.pyc

Monynb, peanu3yronui OCHOBHON (yHKITMOHAT

Komannnoro unrepnperaropa Oneparopa TKO

lusr/sr/shell.py

Monynb, obecneunBaromuii 3anyck Komananoro

nnrepnperaropa Oneparopa TKO

/usr/st/filters.pyc

Monayns obecnieunBaronuii paboTy ¢ GUIbTpaMu

komanx TKO

/usr/sr/srterm.pyc

Monyis, peanusyromuii ynpasiaenue TKO no

nocieaoBareabHoMy nopty RS232

Jlu

U3m.

Ne dokym.

[1oon.

Hama

425590-001-095561296-2015

Jlucm
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[loon. u 0ama

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

/o

HanmenoBanmue daitna Kpatkoe onucanue

{usr/sr/trusted_boot_cisco_2811.py | Moayb, pealu3yromiuii KOMaH bl OOBIYHON U
nosepenHoit 3arpy3ku TKO (Cisco-2811), a Taxxke

KoMaH1bl iepexirodeHus Cisco -2811 B pesxumpl

OOBIYHOM U TOBEPEHHOM 3arpy3Ku

3.2 AJropuT™M NporpamMmmbl

3.2.1 O606wEHHbIL anzopumm pabombl cucmemabl

O06001IEHHBIN aNrOpUTM PabOTHI CUCTEMBI TTOKa3aH Ha puc. |

Puc.1 Anroputm paboThl CUCTEMBI

YN

[ 3arpyskaOC |

3anyc+< noacuUCTemMbl

pervcTpaumm n
yyéTa

3anycKk nogcucrembl
KOHTpONA
LLeN0CTHOCTU 1
dYHKUMOHaNBbHOTO
KOHTpONA

.

MpoBeaeHve
ceaHcoB paboTbi ¢
no/nb3oBaTeNAMM

OcraHoB
noscucTembl
KOHTpONA
LeN0CTHOCTU 1
dYHKUMOHaNBbHOTO
KOHTpONA

OcTaHoB
noacucTemsl
perucrpaunm n
y4éTta

L

“‘/ 3aBeplieHune \‘
\ paboTbl OC /

425590-001-095561296-2015

Jlu

U3m.

Ne dokym. lModn. |Hdama
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[loon. u 0ama

B3am. uHs. Ne

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

3.2.2 Aneopummbi pabombi nodcucmembl pYHKUUOHaSIbHO20 KOHMPOJIsi
U KOHMPOJISi yesiocmHocmu
Anroputm pabdotsl noacucrembl @KKII mokazan Ha puc.2

Puc.2 Anroputm pa6ots! noacucrembl GKKI]

o

| 3anyck )

WUHuumnanmsauma

noacuctem MNC
DKKLL

MNepuopguyecknii
onpoc noacucTem
MNC ®KKL, ao
MOMeHTa
3aBepLieHuns
paboTbl

[JevHnumanusauma
nogcuctem MNC
DKKL,

.

OcTaHoB )

Jlucm
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[loon. u 0ama

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

3.2.2.1 Aneopummsbl uHuyuanusayuu nodcucmem NC O®KKL|
Anroput™ nnunmanusanuu noacucrem 11C ®KKII nokaszan Ha puc.2.1

Puc.2.1 Anropurm nnnnmanuzanuu nojacucrem [1C OKKI]

( Hayano vHuumanumsaymm \\‘

\\ noacuctem MC OKKL,

|

MHuuumanmsauma nogcuctemol KL,

CospaHune paboumnx KaTanoros
cuctemobl B RAM aucke

YcTaHoBKa npas gocTtyna K
pabounm KaTanoram cMcTeMbl B
RAM aucke
MposepKa Hannuua n dukcauma
pesynbTaTa NPoOBEpPKMU
nosepeHHoro obpasa OC TKO
NHWumanusauma noacmctembl
DYHKLMOHANbHOTO KOHTPOIA
Moacuctembl perucTpaumm u y4éta

NHMuManmMsauma noacmucTembl
GYHKLMOHANBHOIO KOHTPOAA
MoacucTembl ynpasneHus
A0CTYNoMm

MHMuManmsauma noacmuctembl
bYHKLMOHANBHOIO KOHTPOAA
MoacucTembl pu3nYecKoro
KOHTpOAA

MH1umManmsauma noacmuctembl
CMHXPOHU3ALMM BPEMEHMU

( KoHeL, MHMUManusaumm
\\ noacuctem MC GKKLL /’

3.2.2.2 Anzopumm rnnepuoduyeckozo orpoca rnoocucmem NC OKKL|
Anroput™ nepuogudeckoro onpoca noacucrem [1C ®KKII nokaszan Ha puc.2.2.

Puc.2.2 Anroputm nepuomdeckoro onpoca mojacucrem [1C OKKI]

425590-001-095561296-2015

Jlu

U3m. Ne dokym. lModn. |Hdama
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‘;/Hauano onpoca noagcmucrtem I'IC\‘

)

\ ®KK ‘
AN 4 4
: M\ HeT
Onpoc noacucTembl Onpoc noACUCTEMBI Onpoc nogcucrembl
@K peructpaumm n ynpasneHus
oK NV i
y4yeTa BpemeHem
Mpun Hannuum Mpun Hannunn Mpu Hannuumn
owmnbKu: owmnbKu: ownbKu:
perucrpauus perncrpauma perucTpaumsa
cobbITUA cobbiTna cobbiTnA
6e3onacHocTy 6esonacHocTu 6e3onacHoCcTn
Maysa 1 cek Maysa 1 cek Maysa 1 cek
Onpoc NOACUCTEMbI OFIDOC noacuctembl
KU ¢dur3nyeckoro
KOHTpOA
MonyyeH curHan Ha
5
MNpn Hannumm Mpw Hannumm e el
oLWnBKM: OLWNBKM:
peructpaums peructpaums
cobbITnA cobbITnA
6e3onacHocTu 6e3onacHocTH
na
//Koneu. onpoca\
| nogcuctemnc |
\ DKKL, /
©
S
e
3 3.2.2.3 [loOcucmema husu4ecKko20 KOHMPOIIs.
S
3
= . . N
AnmnapatHoit ocHoBoit IITK sBnsercs Ilmatra SR2/SPA, kotopas B3auMoOnIeHCTBYyeT c¢
5 00CITyKMBaEMbIM TEIIEKOMMYHUKAIIMOHHBIM o0OopynoBanueMm (manee — TKO), ¢ ogHOM CTOpPOHBI, U
§ YEJIOBEKOM (aJIMUHHUCTPATOPOM, OMEpaTopoM W T. 1.), ¢ apyroi. Ilmara SR2/SPA sBnsercs mo
§ CYUIECTBY OJHOIUIATHBIM KOMIIBIOTEpOM Ha 0Oa3e wMukpomnporeccopa ARMO926. Ha mnnate
Q
ycranoBieHa 1 paboraer OC Debian GNU/Linux 7, nox ynpasnenuem kotopoit [1IC ®KKII, yactsio
S
E GyHKIUH KOTOpOH sBIsETCS OOHApy:KEHHE OTCOEAMHEHHUS/pa3phlBa BHEIIHUX HHTEpQeiicoB
(=]}
i yCcTpoiicTBa U HHGOPMHUPOBaHHE 00 ITOM omepaTopa.
I
X
g 3.2.2.3.1 [panBep KOHTPOA GU3NYECKOrO HApYLLEHNA UHTEPPECoB.
S
S
r§ [Toacucrema HyHKIIMOHATILHOTO KOHTPOJIS M KOHTPOJISI IIEIOCTHOCTH JJIsl BHITIOJTHEHUSI CBOUX
=
GyHKIMI B yYacTM OOHapyKEHHs OTCOEAMHEHHs/pa3phlBa BHEIIHUX HHTEpdeiicoB ycTpoilcTBa
e UCIONIB3YET CHENHalbHO  Ppa3paOOTaHHBIH HpaiiBep KOHTpodsl (U3MYECKOTO HAPYIICHUS
o
c
2 Jlucm
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unTepdeiicoB (manee — [paiiBep). [lpaiiBep mnpeaHasHayeH sl oOpabOTKM WHPOpMALUU O

Jornyeckux ypoBHsX BbiBOJI0OB GPIO, hopmupyemsrx miaroit SR2/SPA.

HpaiiBep paszpadoran Ha s3bike C. HMcmoms3oBasics kpocc-kommuisatop C/CH+  mns

wiarpopmel ARM gec-5-arm-linux-gnueabi. [lpaiieep cobpan mis siapa linux 3.18 mox miardopmy

atol:

https://github.com/linux4sam/linux-at91/tree/linux-3.18-at91

[TnaTdopma, Ha KoTOpOI MTpomu3BoAMIachk pazpadoTka: OC Ubuntu Linux 15.10.

O6mas cxema pabotsl JlpaiiBepa mpeacraBieHa Ha puc.3.

o 3a2py3Ke
mooynsa
KomaHooU
insmod:
UHnumanmsaumna
Oparsepa

o  ebiepy3Ke
mooyna
KomaHOoU
rmmod:
3aseplieHue
paboTbl
apansepa

—

—

®PyHKUUOHanbHasi Yacmb []pausepa

O6pabomyuk
8epxHe20
YypOBHA

O6pabomyuk
HUXHe20

: ypOBHA

Ompabomka
KOMaHO
evi3blearoweli
npozpammeol

J

{

Ouepedb onucameneli npepvieaHuii

% Puc. 3. O6mas cxema pabotsl [paiiBepa

S

S

~ B JlpaiiBepe cnenyeT BbIIEIUTH ClleAyroIINe GyHKIIMOHATbHBIE OJIOKHU:
1. Vuannmanu3anys u 3aBepiieHne padoTs

2 2. OO6paboTUuK MpepbIBaHUI BEPXHEr0 YPOBHS

g 3. OO0paboTunK MpepbIBaHUI HUKHETO YPOBHS

> 4. OrtpaboTKa KOMaH/]{ BbI3bIBAIOILEH MPOTrPaMMBbl

:

a0

§

>

ye]

%

g

X

®©

g

©

el

S

S

3

=

=

Q

o

=
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[loon. u 0ama

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

3.2.2.3.2 Anzopumm pabomel [palisepa KOHMPOAs ¢u3u4ecKo2o HapyweHus
uHmepaelicos

3.2.2.3.2.1 WNHuyuanusayus u 3aeepweHue pabomel Apaiieepa.

JlpaiiBep BBINOJHEH KaK CTaHIAApTHBIA 3arpyxkaemblii mMonynb B TepmuHax OC Linux, u, B
COOTBETCTBUH C 3TUM, UMEET CTaHAAPTHYIO0 (QYHKLHIO MHUIMAIN3AIUY, BbI3BIBAEMYIO IIPU 3arpy3Ke
komanoit OC Linux insmod, u 3aBepiieHs, BEI3bIBACMYIO IPH BBITPY3Ke KomManaoi rmmod. Huxke

MIPEJCTaBICHBI OJIOK-CXEMbI Pa0OTHI JAHHBIX OJIOKOB.

io_drv.c; io_drv.h
VHLmansaLma gpio_drv.c; sr_gpio_drv

ncesaodainos ns /proc

OXunpaHue curHana

Bpemsa oxkupaHua
> rotosHoctu SR2/SPA

rotoBHocTu SR2/SPA = 0?

Co3paHue ovepeam *+———

onucaTtenen npepbiBa-HUIA,
WHUUMANU3aLMA
06paboTuMKa BepXHero
YPOBHS; OKOHYaHWe
WMHULMANM3ALMU, NEPEXOL,
B pabouunii pexkmum

CurHan rotoBHoOCTH
npuLen B Te4eHne
334aHHOro BpeMeHU?

ABapuitHoe 3aBeplueHue
3arpysku [pansepa

Puc. 4.1. brok-cxema paboTsl O710Kka HHUITHAH3AIMH J{patiBepa

Jlucm

425590-001-095561296-2015

WHe. Ne nodn
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[loon. u 0ama

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

OuncTKa oyepeam onucaTenen
npepbIiBaHUN

gpio_drv.c; sr_gpio_drv.h

[JeaktnBauma obpaboTtymka
npepbIBaHUN

YHuuToMKeHue ncesnodainnos
u3 /proc

.

Puc. 4.2. bnok-cxema paboThl 010Ka 3aBepIieHus padoTsl [patisepa.

3.2.2.3.2.2 Obpabomuuk npepbieaHuii sepxHez0 ypoBHsA.

O06paboTYMK AKTUBHUPYETCS MPU U3MEHEHUU JIOTHUYECKOro ypoBHs jr00oi u3 muauii GPIO,
BBIICTICHHBIX JUIsi OOHapyXeHHsl pa3pbiBa KaOens WM OTCOCTUHEHHS/TPUCOESINHEHUS BHEIIHUX
uHTepdeiicoB miatel SR2/SPA. 3anmaueit manHoro oOpaboTymMKa SBISETCS COCTABJICHHE 3ampoca
00paboTUMKyY MpepbIBaHUN BEPXHETO YPOBHS Ha MOCTPOCHHE OMMCATEeNs MpepbIBaHuUs, HHOpMaIs
U3 KOTOPOTO MOXKET OBITh mepenaHa «HaBepx», B lloacuctemy (QyHKIMOHAIBHOTO KOHTPOJS H
KOHTpOJIST 1eOCTHOCTH. OOpaboTuuk (YHKIIMOHMPYET B 3aMacKMPOBAHHOM cocTosiHMU. Hike
MEPEYUCIICHbl BUJIbI U3MEHEHUN COCTOSHMS BHEIIHMX HMHTEP(EHCOB U MPUCBOCHHBIE UM HOMEpa
BbIBOJIOB GPIO.

1. GPIO 44: - usmenenue cocrosiuusg u3 0 B 1 cBuperenscTByeT 0 nepexone miatsl SR2/SPA

B COCTOSAHHEC TOTOBHOCTH

2. GPIO 46: - cocTosnue nocnegoBatensHoro uaTepdeiica CONO
3. GPIO 47: - cocrosinue cereBoro unrepdeiica ETHO

4. GPIO 49: - cocrosinue cereBoro nntepgeiica ETH1

5. GPIO 43: - cocrosinue uarepdeiica AUX

Anroput™ paboTel 00paboTyHKa MpeICTaBlIeH Ha puUC. S.

gpio_drv.c:

YteHune coctoaHmnsa amHuin GPIO 17 sr_pio_drv.h;

dopmunpoBaHMe 3anpoca Ha
onucartenb NpepbiBaHMA

AKTMBaUMs 3anpoca Ha onucartenb
npepbiBaHMSA

sr_gpio_irghlr(int irg, void *dev_id)

Puc. 5. biok-cxema paboTel 06paboTUNKa IPEPHIBAHUN BEPXHETO YPOBHSI.

-

Jlu

U3m.

Ne dokym. lModn. |Hdama
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[loon. u 0ama

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

3.2.2.3.2.3 0O6pabomuyuk npepbléaHuli HUX¥CHE20 YyPOBHA.

OOpaborunk aktuBupyercs sgpoM OC, B COOTBETCTBHH C 3alpPOCOM, COCTaBIICHHBIM
00pabOTUYMKOM BEPXHEro YPOBHS, KaK TOJBKO CTAHOBHUTCS BO3MOXXKHBIM padoTa MO OTJIOKEHHOM
o0paboTke mpepbiBaHUs. 3amadeil oOpaboTdMKa SBISETCS MOCTPOCHUE OIMCATEINs MPEPHIBAHUS H
BKJIIOUEHHUE €0 B ouepe/ib onucaresieil mpepblBaHus, KOTOpasi BIIOCIEACTBIUH YATAETCS 0 KOMaHAaM
13 BBI3BIBAIOIICH MPOTrpaMMbl. AITOPUTM pabOThl 00pabdOTYMKA TPECTABIICH Ha puC. 6.

MonyyeHne yKasaTens Ha 3anpoc
CO3[aHuA onuncaTtens npepbiBaHUA

OTKpbIT N
ncesgodann
/proc/gpiodrv-out ?

| sr_gpio_drv.h;
gpio_drv.c:
static void sr_idb_include_run(struct work_struct *pw)

A

sr_gpio_drv.h;
gpio_idb.c:

NMonyyeHue namaTn ANAa HOBOro
onucatens; GopMmmnpoBaHune
onucaTens u BKAOYEHNe B ouepeab

MpepbiBaHMe 0bpaboTaHo

struct sr_idb *sr_idb_include(struct sr_task *pt)

e

coobuieHne 06 owwmnbke;
npepbiBaHMe He 06paboTaHo

BbIXoA4

Puc. 6. bnok-cxema 00paboTunka npeprIBaHUil HUKHETO YPOBHS.
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3.2.2.3.2.4 Ompabomka KkomaHO ebi3blearowjeli npozpammel

[Toncucrema GpyHKIIMOHATBHOTO KOHTPOJISE M KOHTPOJIS IIETIOCTHOCTH MPOBOIUT
MIEPUOIMIECKUN OITPOC COCTOSTHUS HHTEP(hEHCOB, MX 00pabOTKy U CHTHaNU3aIuio B J[paiiBep o ToMm,
YTO MPOYUTAHHBIE OMUCATEIH MTPEPhIBaHUI 00pabOTaHbl. ITOT MEXaHU3M PEaTU30BaH C
WCIIOJIb30BaHUEM TCceBA0(DaIOBON crcTeMbl /proc. [Ipy HHUIIMATM3aK JpaiiBepa MPOUCXOUT
co3manue niceBaodaiinos /proc/gpiodrv-in (s 9TeHUS qpaliBepOM KOMaHbI OT BBI3BIBAIOIICH
nporpammsl) u /proc/gpiodrv-out (71 BbIZIa4H B BBI3BIBAIOILYIO ITPOrpaMMy HH(POPMAIIHH O
MPOU3OLIEAIINX MPEPHIBAHUAX ), YTO BKIIIOYAET B Ce0s yKa3aHUE CIIEHUAIBHBIX (QYHKIUI 00paboTKH.
OTH QYHKIIUM aKTUBUPYIOTCS ONIEPAIIHOHHON CHCTEMON aBTOMAaTUYECKH, KaK CJICJCTBHE 3aIIPOCOB Ha
COOTBETCTBYIOIIHE OTEpaINH C rceBaodainamu.

ITo 3anpocy Ha yTeHue K nceBnodanty /proc/gpiodrv-out 610k 00pabOTKH KOMaH,T
BBI3BIBAIONICH ITPOTPAMMBI BBIJIAET B HETO HAKOIUJICHHBIN MaccHB HH(pOpMamu U3 HeoOpaboTaHHBIX
omucaTeNIel MpepbhIBaHUIN M ITOMeUYaeT UX Kak o0padoTaHHbie. BrimaBaemblii B /proc/gpiodrv-out
MacCCHB COCTOMT U3 DJIEMEHTOB CJIeIyIomero gopmara:

6aiit 0: coctossare CONO (‘0 mnm “17)

6aiit 1: coctossaue ETHO (°0” i “17)

Oait 2: coctostaue ETH1 (‘0° wm “17)

6aiit 3: cocrosinue AUX (0’ wim “17)

6aiitel 4-7: UNIX-Bpems peructpanuu npepbiBaHUs B CEKYHIaX

[Tpu monmy4eHnn MOATBEPKACHHS O IPOYTEHUH MTOCIIETHETO MAaCcCHBA OMKCATENEH TPEepbIBAaHUN
OT BBI3BIBAIOIIEH MporpaMMbl U3 nceBaogaiina /proc/gpiodrv-in mpou3BOIUTCS YAAIEHUE U3 OYePeIU
ornucaresel pepbIBaHUM, TOMEUEHHBIX Kak 00paboTaHHbIe. AJITOPUTM paboThl 010Ka MpeACTaBiIeH
Ha puc. /.

Jlucm
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MonyyeHne ynpaBaeHus
([ 4

sr_gpio_drv.h;

BCNeACTBME 3anpoca Ha
yteHme /proc/gpiodrv-out

Bblaaya B /proc/gpiodrv-out
nHpopmauum 13
HaKoMneHHOW ovepeamn
onucaTtenen NpepbiBaHUM

NMomeTKa Kaxaoro 13
BblAaHHbIX OnMcaTenemn
npepbiBaHUN: «0bpaboTaH»

gpio_drv.c:

static int sr_gpio_state_report(
struct seq_file *m, void *v);
gpio_idb.c:

int sr_idb_report_output(struct seq_file *m)

———

sr_gpio_drv.h;

MonyyeHue ynpasneHus
BCNEACTBME onepaLmm 3anucu
B /proc/gpiodrv-in

MonyyeHo
noATBepXKAEHME O
npoyTeHnn ?

gpio_drv.c:

static ssize_t sr_get_command(
struct file *f, const char *buf,
size_t len, loff_t *ppos);

gpio_idb.c:

int sr_idb_list_flush(void)

YaaneHue us ouepeamn
06paboTaHHbIX onucaTenen
npepbIBaHUI

BbIXoL4

Puc. 7. bnok-cxeMa oTpaOOTKH KOMAaH/ BEI3BIBAIOIIEN IIPOTPAMMBI

\/
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3.2.3 Aneopumm pabombi KOMaHOHO20 UHMepnpemamopa
®PYHKUUOHaSIbHO20 KOHMPOJIs
Anroput™M pabOThl KOMAaHJIHOrO HHTepperaropa @yHKIIMOHAJIBLHOTO KOHTPOJISA

MOKa3aH Ha puc.8

Puc.8 Anroputrm paboTsl KOMaHAHOTO UHTEpIpeTaTopa OYHKIMOHAIBHOTO KOHTPOJIS

N
‘( 3anyck \‘
\ MHTepnpeTaTopa /
\Z 4

o

Mepepaya cobbITHA
0 3anycke B
noacucremy

perucTpauum u
yuéTta

Mepepaya gaHHbIX O
COCTOSIHUU B
noacuctemy

dYHKUMOHaNbHOTO
KOHTpOAA 1
KOHTpONA
LLeNIoCTHOCTH

MNepuopguuecknit
3anpoc AaHHbIX
OT NOACUCTEM,

[0 MOMEHTa
3aBepLIeHus
paboTbl
©
% OTobpaxeHne
rg AaHHbIX OT
= noacuctem
3
=
o [evHnunanmsauma
. AaTYNKOB KOHTPOANA
©
T
S
3 ™
Q ( OcTaHoB )
_ o 4
S
>
o}
%
g
X
©
g
S
]
=
3
=
=
()
Q
=
2 Jlucm
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3.2.4 Aneopumm pabombi KOMaHOHO20 uHMepnpemamopa Ayoumopa
Anroput™ paboThl KOMaHIHOTO HHTEpIpeTaTopa AyAuTopa nokasaH Ha puc.9

Puc.9. Anroputm paboThl KOMaHIHOTO HHTEpIpEeTaTopa AyauTopa
VR

( 3anyck \

\_ MHTepnpeTatopa /
N ! pnp P//

~

T

Mepepaya cobbiTna o
3anycke B
nogcuctemy
perucrpaumu u yuéra

Mepepaya cobbITMA O
3anycke B nogcucTemy
perncrtpaunm n y4éta

|

/ BBoa KomaHgbl

PN

/"/i'(omaHp,a Ha

. Bbixog?
> 4

HeT
|

Perncrpaumsa
cobbiTnA

| i

O6paboTka
KOMaHZbl

e N\
( OcTaHoB /(—
o ,/
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3.2.5 Aneopumm pabombi KOMaHOHO20 UHMepnpemamopa
AOMuHucmpamopa
Anroput™ paboThl KOMaHIHOTO HHTEpIpETaTopa AIMUHUCTPATOpa IIOKa3aH Ha puc.10

Puc.10. Anroput™m paboThl KOMaHTHOTO UHTEPIPETATOPA A IMUHUCTPATOPA

VR

3anyck
\_ WHTepnpeTatopa /
2 o/

—

Mepegaya cobbiTva o
3anycke B
noacmcremy
pervcTpaumm v yuéta

MNepeaaya AaHHbIX O COCTOAHUM
B8 noAcUcTeMy
HYHKLMOHANBHOTO KOHTPONA 1
KOHTPONA LLeNOCTHOCTH

BBog, KOmaHAb!

"'i-'(omaHp,a Ha
BbIXOA?

HeT
Perucrpauma
cobbITnA
na |
O6paboTka
KOMaHAbl
4 N
L— OcTtaHoB )
\
N ,/
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3.2.6 Aneopumm pabombi KOMaHOHO20 UHMepnpemamopa Onepamopa

TKO

Anroputm paboTel kKomMaHaHOTo HHTEpHpeTaropa Oneparopa TKO nmoxa3zan Ha puc.11.

Puc.11. Anroputm paboTbl KOMaHIHOTO UHTEpIIpeTaTopa oneparopa TKO

/7 3anyck \\‘

“QHTepnpeTaTopa/“

MNepeaaya cobbiTnaA o
3anycke 8
noacmcremy
perucTpauum u y4érta

MNepeaaya AaHHbIX O COCTOAHMM
B8 nogcuctemy
DYHKLMOHANBHOTO KOHTPONA U
KOHTPOJIA LLe/I0CTHOCTU

BBopg HacTpoek
OnepaTopa TKO n
MaTpuLbl AOCTYNa

<€ HeT:

d-

)

—>/ BBoA, KOMaHAb!
) N / \\\\ Peructpaums
KomaHga Ha - et KomaHaa - Her cobbITHA 0O
BbIXOA? [OCTynHa? 3anpete
Aoctyna
S
© Aa
N |
3
[~ Peructpaumsa
Q Aa
S cobbITnA
: I
//// \\\\ ///// \\\\
// N ~ N
(=] //77\ /// \\ // \\\
- ‘:’ OEEITR ‘ ///KOMHHAB «He A0BEePEeHHOI 3arpysKkn» " KomaHga ynpasneHus «connect» mm\\\
© «console»?
T
3
s
©
™
1]
S
>
o O6paboTka »
QI < Aa
= KOMaHApl
g
X
®©
g
®©
(o]
3
=
3
=
=
o]
o
=
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3.2.6.1

TKO npu obpabomke komaHO «connecty» u «console»
Anroput™m paboTel KOMaHAHOTO MHTEepHperaropa Onepatopa TKO mpu o6paboTke KOMaHI

«connect» u «console» nokaszan Ha puc.12.

Aneopumm pabombl KomMaHOHO20 uHmMeprnpemamopa Onepamopa

Puc.12. Anroputm paGoThl kKoMaHaHOTO HMHTEeprperaropa Omnepatopa TKO nmpu obGpaboTke

KOMaH]1 «connect» u «console»

N

Havano BbINOAHEHNA KOMaHAbI

«connect», «console»

\ 4

—>/

BBog kKomaHabl TKO

/
/
(
\

KomaHpga Ha 3aBeplueHune
«connect», «console»

«connect», «console»

MpekpaleHne BbINONHEHUA

N
)
i
-
S~ //A\\\\
///// \\\\\
™~ Her _Romanga TKO paspetueHa™~_ ver
ﬁ dUNbTPOM KOMaHg?
na
\“ Perunctpauma
/“ cobbiTnA
MNepepaya
KomaHabl TKO
B TKO

Pernctpauns
cobbiTnA 0
3anpete
noctyna
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4 BXOJHBIE U BBIXO/JAHBIE TAHHBIE

Jannbie 111 GyHKIMOHUPOBAHUS CHCTEMBI PACIOJI0KEHBI:

Ne i/t

Pacnomnoxenue

Hazuauenue

/usr/sr

KaraJsior ¢ KOMaHIHBIMU HHTEpIIPETATOPAMU
10J1b30BaTENEeH U IPOrpaMMHBIMU OUOIMOTEKAMU

/usr/sr-sys

Karasor ¢ noacucremoit ®KKI]

/etc/sr

Karamor ¢ HaCTpOﬁKaMH U JaHHBIMH CUCTEMBI

/etc/sr/filters

Karanor ¢ ¢punpTpamu KoMaHa

S ESI RN

/etc/sr/users

Karanor ¢ HacTpolikaMi KOMaHHOTO
unrepnperaropa Oneparopos TKO

o

/etc/sr/users.json

JlononHuTenbHas HHPOPMALUS O HOJIb30BATENAX
(BpeMms co3aHusi Y4ETHOM 3aIIMCH)

/etc/sr/tko.conf

Hactpoiiku g padotst ¢ TKO:
-HanmeHoBanue TKO,

- tun TKO

- IP agpec TKO

- norun TKO;

- naponb TKO;

- HANMEHOBAHUE TIOCIIEIOBATEILHOTO TIOPTA JJIS
nocryna Kk TKO no «koHconmy.

/etc/sr/settings.conf

Hacrpoiiknu:

- 3HaYeHHE UHTEpBajla HEAKTUBHOCTHU
Anmunucrpartopa, Ayauropa, Oneparopa TKO;
- HHTEpBaJ IPOBEPKH LIEIOCTHOCTH;

- P€KUM «IOBBIIIEHHOMN/TIOHUKEHHON 0€30IMaCHOCTH»
(BKITIOYEHHE/BBIKIIIOUEHUE aKTUBHOCTU CUCTEMHOTO

¢bunbTpa);
- «BKJIFOUEHHE/BBIKIIOUEHUE» aBTOMATUYECKON
cuHxpoHuzanuu spemenu ¢ TKO;

o

B3am. uHs.

UHe. Ne ov6r.

[1oon. u 0ama

WHe. Ne nodn

/etc/sr-
sci/immutable.mdb

Cnucok pecypcoB ¢ KOHTPOJIBHBIMA CYMMaMH JIJIs

ITPOBCPKHU MOJACHUCTEMOM KOHTPOJIA OCJIOCTHOCTU

10.

/mnt/sd/var/log

Karanor ans )xypHanoB peructpanuu coObITUi
HOJICUCTEMBI PETUCTPAaLUU U y4€Ta. JlaHHbIE 1S

MPOCMOTpPA AOCTYIHBI Mocye u3BnedeHus SD kapTol.

11.

/run/shm/sr/fk/

Karanor ans BpemeHHbIX (haiiioB 0OMeHa JaHHBIMU

MEXKy TOJCUCTEMaMH

12.

/run/shm

Karanor mms:

- (pailyioB OJOKUPOBKH JOCTYMA, IPU OpraHU3aLUN

MOHOTMOJIBHOTO JIOCTYIIA K PECYpCaM CHUCTEMBI,
- )KYpHAJIOB COOBITHI 0€30MTaCHOCTH TTOICUCTEMBI
peructpauuu 1 yu€ra. Jlanuele as npocMoTpa

JIOCTYITHBI B KOMaH/IHOM UHTEpHpeTarope AyauTopa.

Ilocne Nnepe3arpy3k CUCTCMbI HC COXPAaHAOTCA.

BrixonHbie 1aHHbIe GOPMUPYIOTCS:

Jlu
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- Ha 3KpaHC JUCILICA HOHBBOBaTeHeﬁ, IpH MOAKIIOYCHUHU C CUCTCMC,

COXpaHEHHUs COOBITHI 0€30MaCHOCTH Ha yajIEHHOM CepBepe.

- B yAaJeHHOM XpaHwiuiie rsyslog, mpu COOTBETCTBYIOIIEH HACTPOWKE MapaMeTpoB
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5 BbBI3OB U 3AI'PY3KA

Ha4YnHACTCA aBTOMATUYCCKU.

nHTEpIpeTaToOpoM DYHKIIMOHAIBHOIO KOHTPOJIA.

[Tocne momaunm mnwuranus Ha IITK wmmm mepesarpy3ku  (yHKIMOHMPOBAHHE CHCTEMBI

Kontpons ¢pynkimonupoBanust ocymiectsisiercss Kontponépamu npu padore ¢ KOMaHAHBIM

Jlu

U3m.

Ne dokym.

[1oon.

Hama
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